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Abstract: :H�GHVFULEH�D�GLVWULEXWHG��ZLGH�DUHD�QHWZRUN�EDVHG
DSSURDFK�WR�FROOHFWLQJ��FDWDORJXLQJ��VWRULQJ��DQG�SURYLGLQJ�:HE
DFFHVV� IRU� ODUJH�GDWD�REMHFWV� WKDW�RULJLQDWH� DV�KLJK�VSHHG�GDWD
VWUHDPV��6XFK�GDWD�VWUHDPV�UHVXOW�IURP�WKH�RSHUDWLRQ�RI�PDQ\
W\SHV� RI� RQ�OLQH� LQVWUXPHQWV� DQG� LPDJLQJ� V\VWHPV�� DQG� DUH� D
´VWDSOHµ� RI� PRGHUQ� LQWHOOLJHQFH�� VFLHQWLILF�� DQG� KHDOWK� FDUH
HQYLURQPHQWV��7KH�DSSURDFK�SURYLGHV�IRU�UHDO�WLPH�FRQYHUVLRQ
RI� WKH� GDWD� VWUHDPV� DQG� ODUJH� GDWDVHWV� WR� ´REMHFWVµ� WKDW� DUH
PDQDJHDEOH�� H[WHQVLEOH�� VHDUFKDEOH�� EURZVDEOH�� SHUVLVWHQW�� DQG
DYDLODEOH�WR�ERWK�´RUGLQDU\µ�DQG�KLJK�SHUIRUPDQFH�DSSOLFDWLRQV
WKURXJK�WKH� LQWHJUDWLRQ�RI�D�KLJK�VSHHG�GLVWULEXWHG�FDFKH�DQG
WUDQVSDUHQW�PDQDJHPHQW�RI�WHUWLDU\�VWRUDJH��7KH�XVHU�LQWHUIDFHV
³� IRU�ERWK� DSSOLFDWLRQ�XVHUV� DQG�GDWD�FROOHFWLRQ� FXUDWRUV�³
DUH�SURYLGHG�E\�WKH�FDSDELOLWLHV�RI�WKH�:RUOG�:LGH�:HE�

7KH� FDSDELOLWLHV�RI� WKH� DUFKLWHFWXUH� DUH�QRW�XQOLNH�D�GLJLWDO
OLEUDU\�V\VWHP��DQG�ZH�JLYH�DQ�H[DPSOH�RI�D�GLJLWDO�LPDJH�OLEUDU\
WKDW� KDV� EHHQ� EXLOW� XVLQJ� WKLV� DUFKLWHFWXUH�� +RZHYHU�� RXU
DSSURDFK�SDUWLFXODUO\�DGGUHVVHV�WKH� LVVXHV� LQYROYHG�LQ�FUHDWLQJ
VXFK�GLJLWDO�OLEUDU\�OLNH�FROOHFWLRQV�DXWRPDWLFDOO\�IURP�WKH�KLJK
GDWH�UDWH��UHDO�WLPH�RXWSXW�RI��H�J���VDWHOOLWH�LPDJLQJ�V\VWHPV��VFL�
HQWLILF�LQVWUXPHQWV��KHDOWK�FDUH�LPDJLQJ�V\VWHPV��HWF�

:H�GLVFXVV�WKH�FDSDELOLWLHV��DUFKLWHFWXUH��DQG�LPSOHPHQWDWLRQ
RI� VXFK� D� V\VWHP�� DV� ZHOO� DV� VHYHUDO� H[DPSOH� DSSOLFDWLRQV� LQ
GDWD�LQWHQVLYH�HQYLURQPHQWV��7KH�DSSOLFDWLRQV�LQFOXGH�D�PHWUR�
SROLWDQ� DUHD� $70� QHWZRUN� EDVHG�� RQ�OLQH� KHDOWK� FDUH� YLGHR
LPDJLQJ� V\VWHP�� DQG� VHYHUDO� LPDJH� GDWDEDVH� DSSOLFDWLRQV�
LQFOXGLQJ� D� SKRWRJUDSKLF�LPDJH� OLEUDU\� �VHH� >�@��� :H� DOVR
GHVFULEH� WKH� VHFXULW\� DUFKLWHFWXUH�XVHG� WR� HQIRUFH�GDWD�RZQHU
LPSRVHG�DFFHVV�FRQGLWLRQV�

.H\ZRUGV��RQ�OLQH�KLJK�GDWD�UDWH�LQVWUXPHQWV��ODUJH�VFDOH�VWRU�
DJH��KLJK�VSHHG�QHWZRUNV��WHUWLDU\�VWRUDJH�PDQDJHPHQW��GLJLWDO
OLEUDULHV

����,QWURGXFWLRQ

:H� DUH� HYROYLQJ� D� VWUDWHJ\� IRU� XVLQJ� KLJK�VSHHG� ZLGH�DUHD
QHWZRUNV� DV� HQDEOHUV� IRU� ZLGHO\� DYDLODEOH� KLJK� FDSDFLW\�� KLJK
SHUIRUPDQFH�VWRUDJH�V\VWHPV��DQG�IRU�WKH�PDQDJHPHQW�RI�GDWD
IURP�RQ�OLQH�LQVWUXPHQWV�DQG�LPDJLQJ�V\VWHPV��7KH�KLJK�OHYHO
JRDO�LV�WR�GUDPDWLFDOO\�LQFUHDVH�RXU�DELOLW\�WR�FDSWXUH��RUJDQL]H�
VHDUFK�� DQG� SURYLGH� KLJK�SHUIRUPDQFH� DQG� ORFDWLRQ
LQGHSHQGHQW�DFFHVV�WR�´ODUJH�GDWD�REMHFWVµ��/'2V���7KH�GDWD�
FRPSRQHQWV�RI�WKHVH�REMHFWV�³�W\SLFDOO\�WKH�UHVXOW�RI�D�VLQJOH
RSHUDWLRQDO� F\FOH� RI� D� VFLHQWLILF� LQVWUXPHQW�� PHGLFDO� LPDJLQJ
V\VWHP�� RU� VXSHUFRPSXWHU� UXQ�� DQG� RI� VL]HV� IURP� WHQV� RI
PHJDE\WHV� WR� WHQV� RI� JLJDE\WHV�³� DUH� WKH� VWDSOH� RI�PRGHUQ
DQDO\WLFDO� HQYLURQPHQWV�� ,W� LV� DOVR� WKH� FDVH� WKDW�PDQ\� RI� WKH
V\VWHPV� WKDW�JHQHUDWH� VXFK�GDWD�REMHFWV� DUH�XVHG�E\� D�GLYHUVH
DQG� JHRJUDSKLFDOO\� GLVWULEXWHG� FRPPXQLW\�³� H[DPSOHV� IURP
WKH� VFLHQFHV� LQFOXGH� SK\VLFV� DQG� QXFOHDU� VFLHQFH� KLJK� HQHUJ\
SDUWLFOH� DFFHOHUDWRUV� DQG� GHWHFWRU� V\VWHPV�� ODUJH� HOHFWURQ
PLFURVFRSHV��XOWUD�KLJK�EULOOLDQFH�;�UD\�VRXUFHV��HWF��7KH�KHDOWK
FDUH� FRPPXQLW\� KDV� VLPLODUO\� FRPSOH[� LPDJLQJ� DQG
LQVWUXPHQWDWLRQ� V\VWHPV�� ,Q� DOO� RI� WKHVH� FDVHV�� GLVSHUVHG� XVHU
FRPPXQLWLHV�UHTXLUH�ORFDWLRQ�LQGHSHQGHQW�DFFHVV�WR�WKH�GDWD�

,Q�DQ\�VFHQDULR�ZKHUH�GDWD�LV�JHQHUDWHG�LQ�ODUJH�YROXPHV�DQG
ZLWK�KLJK�WKURXJKSXW�� DQG�HVSHFLDOO\� LQ� D�GLVWULEXWHG�HQYLURQ�
PHQW�ZKHUH� WKH�SHRSOH�JHQHUDWLQJ� WKH�GDWD�DUH�JHRJUDSKLFDOO\
VHSDUDWHG�IURP�WKH�SHRSOH�FDWDORJXLQJ�RU�XVLQJ�WKH�GDWD��WKHUH
DUH�VHYHUDO� LPSRUWDQW�FRQVLGHUDWLRQV�IRU�PDQDJLQJ� LQVWUXPHQW
JHQHUDWHG�GDWD�

� DXWRPDWLF�JHQHUDWLRQ�RI�DW�OHDVW�PLQLPDO�PHWDGDWD�
� DXWRPDWLF�FDWDORJXLQJ�RI�WKH�GDWD�DQG�WKH�PHWDGDWD�DV�WKH�

GDWD�LV�UHFHLYHG��RU�DV�FORVH�WR�UHDO�WLPH�DV�SRVVLEOH��

���7KH�ZRUN�GHVFULEHG�LQ�WKLV�SDSHU�LV�VXSSRUWHG�E\�WKH�8��6��'HSW��RI�(QHUJ\�
2IILFH� RI� (QHUJ\� 5HVHDUFK�� 2IILFH� RI� &RPSXWDWLRQDO� DQG� 7HFKQRORJ\
5HVHDUFK�� 0DWKHPDWLFDO�� ,QIRUPDWLRQ�� DQG� &RPSXWDWLRQDO� 6FLHQFHV� 'LYLVLRQ
�KWWS���ZZZ�HU�GRH�JRY�SURGXFWLRQ�RFWU�PLFV�� DQG� WKH� (5�/77� SURJUDP�
XQGHU�FRQWUDFW�'(�$&�����6)������ZLWK�WKH�8QLYHUVLW\�RI�&DOLIRUQLD��DQG�E\
'$53$�� &RPSXWHU� 6\VWHPV� 7HFKQRORJ\� 2IILFH� �KWWS���IWS�DUSD�PLO�
5HVHDUFK$UHDV�KWPO��� &RQWDFW�� ZHMRKQVWRQ#OEO�JRY�� /DZUHQFH� %HUNHOH\
1DWLRQDO�/DERUDWRU\��PDLO�VWRS��%��%�������%HUNHOH\��&$���������SK����������
������ ID[�� �������������� KWWS���ZZZ�LWJ�OEO�JRY��� 7KLV� LV� UHSRUW� QR�� /%1/�
������

5HSULQW���,QWHUQDWLRQDO�-RXUQDO�RI�'LJLWDO�/LEUDULHV



� :LOOLDP�-RKQVWRQ��HW�DO�

� WUDQVSDUHQW�PDQDJHPHQW�RI�WHUWLDU\�VWRUDJH�V\VWHPV�ZKHUH�
WKH�RULJLQDO�GDWD�LV�DUFKLYHG�

� IDFLOLWDWLRQ�RI�FR�RSHUDWLYH�UHVHDUFK�E\�SURYLGLQJ�VSHFLILHG�
XVHUV�DW�ORFDO�DQG�UHPRWH�VLWHV�LPPHGLDWH�DV�ZHOO�DV�ORQJ�
WHUP�DFFHVV�WR�WKH�GDWD�

� LQFRUSRUDWLRQ�RI�WKH�GDWD�LQWR�RWKHU�GDWDEDVHV�RU�GRFXPHQWV�

7KH� :$/'2� �´ZLGH�DUHD� ODUJH�GDWD�REMHFWµ�� V\VWHP� LV� D
GLJLWDO�GDWD�DUFKLYH�WKDW�IHGHUDWHV�WH[WXDO�DQG�85/�OLQNHG�PHWD�
GDWD� WR� UHSUHVHQW� WKH� FKDUDFWHULVWLFV� RI� ODUJH� GDWD� VHWV�� 6HPL�
DXWRPDWLF� FDWDORJXLQJ� RI� LQFRPLQJ� GDWD� LV� DFFRPSOLVKHG� E\
H[WUDFWLQJ� DVVRFLDWHG� PHWDGDWD� DQG� FRQYHUWLQJ� LW� LQWR� WH[W
UHFRUGV��E\�JHQHUDWLQJ�DX[LOLDU\�PHWDGDWD�DQG�GHULYHG�GDWD��DQG
E\�FRPELQLQJ�WKHVH�LQWR�:HE�EDVHG�REMHFWV�WKDW�LQFOXGH�SHUVLV�
WHQW�UHIHUHQFHV�WR�WKH�RULJLQDO�GDWD�FRPSRQHQWV��7HUWLDU\�VWRU�
DJH� PDQDJHPHQW� IRU� WKH� GDWD�FRPSRQHQWV� �L�H��� WKH� RULJLQDO
GDWDVHWV��LV�DFFRPSOLVKHG�E\�XVLQJ�WKH�UHPRWH�SURJUDP�H[HFX�
WLRQ� FDSDELOLW\�RI�:HE�VHUYHUV� WR�PDQDJH� WKH�GDWD�RQ� D�PDVV
VWRUDJH�V\VWHP��)RU�VXEVHTXHQW�XVH��WKH�GDWD�FRPSRQHQWV�PD\
EH�VWDJHG�WR�D�ORFDO�GLVN�DQG�WKHQ�UHWXUQHG�DV�XVXDO�YLD�WKH�:HE
EURZVHU��RU��DV�LV�WKH�FDVH�LQ�VHYHUDO�RI�RXU�DSSOLFDWLRQV��PRYHG
WR� D� KLJK� VSHHG� FDFKH� IRU� DFFHVV� E\� VSHFLDOL]HG� DSSOLFDWLRQV�
7KH�ORFDWLRQ�RI�WKH�GDWD�FRPSRQHQWV�RQ�WHUWLDU\�VWRUDJH��KRZ
WR�DFFHVV�WKHP��DQG�RWKHU�GHVFULSWLYH�PDWHULDO��DUH�DOO�SDUW�RI�WKH
/'2�GHILQLWLRQ��7KH�FUHDWLRQ�RI�REMHFW�GHILQLWLRQV��WKH� LQFOX�
VLRQ�RI�´VWDQGDUGL]HGµ�GHULYHG�GDWD�REMHFWV�DV�SDUW�RI�WKH�PHWD�
GDWD�� DQG� WKH� XVH� RI� W\SHG� OLQNV� LQ� WKH� REMHFW� GHILQLWLRQ�� DUH
LQWHQGHG�WR�SURYLGH�D�JHQHUDO�IUDPHZRUN�IRU�GHDOLQJ�ZLWK�PDQ\
GLIIHUHQW�W\SHV�RI�GDWD��LQFOXGLQJ��IRU�H[DPSOH��DEVWUDFW�LQVWUX�
PHQW�GDWD�DQG�PXOWL�FRPSRQHQW�PXOWLPHGLD�SURJUDPV�

:$/'2�XVHV� DQ� REMHFW�RULHQWHG� DSSURDFK� WR� SURYLGH� IRU
FDSWXUH��VWRUDJH��FDWDORJXH��UHWULHYDO��DQG�PDQDJHPHQW�RI�ODUJH�
GDWD�REMHFWV� DQG� WKHLU� DVVRFLDWHG� PHWDGDWD�� 7KH� DUFKLWHFWXUH
LQFOXGHV�D�FROOHFWLRQ�RI�ZLGHO\�GLVWULEXWHG�VHUYLFHV� WR�SURYLGH
IOH[LELOLW\�LQ�PDQDJLQJ�VWRUDJH�UHVRXUFHV��UHOLDELOLW\�DQG�LQWHJULW\
RI�DFFHVV��DQG�KLJK�SHUIRUPDQFH�DFFHVV��DOO�LQ�DQ�RSHQ�HQYLURQ�
PHQW�ZKHUH�WKH�XVH�FRQGLWLRQV�IRU�UHVRXUFHV�DQG�VWRUHG�LQIRU�
PDWLRQ� DUH� JXDUDQWHHG� WKURXJK� WKH� XVH� RI� D� VWURQJ�� EXW
GHFHQWUDOL]HG��VHFXULW\�DUFKLWHFWXUH�

7KH� UHPDLQGHU� RI� WKH� SDSHU� LV� RUJDQL]HG� DV� IROORZV�� ,Q
6HFWLRQ ��ZH�GHVFULEH� WKH�PRWLYDWLRQ��PRGHO� DQG� DUFKLWHFWXUH
IRU�KDQGOLQJ�ODUJH�GDWD�REMHFWV��DQG�WKH�HOHPHQWV��LPSOHPHQWD�
WLRQ�� DQG� DSSOLFDWLRQV� RI� WKDW� DUFKLWHFWXUH�� :H� DOVR� EULHIO\
GHVFULEH� WKH� DUFKLWHFWXUH� RI� WKH� 'LVWULEXWHG� 3DUDOOHO� 6WRUDJH
6\VWHP�³� D� GLVWULEXWHG� FDFKH� WKDW� LV� XVHG� WR� SURYLGH� D� YHU\
KLJK�VSHHG��QHWZRUN�EDVHG�GDWD�FDFKH��DQG�ZKLFK�LV�D�NH\�HOH�
PHQW� RI� WKH� ODUJH�GDWD�REMHFW� DUFKLWHFWXUH�� ,Q� 6HFWLRQ �� ZH
GHVFULEH� WZR�DSSOLFDWLRQV�RI�WKH�/'2�DSSURDFK��,Q�6HFWLRQ �
ZH�GLVFXVV� VRPH�RI� WKH�GHVLJQ� LVVXHV� DQG� WKHLU� UHVROXWLRQ�� ,Q
6HFWLRQ �� ZH� EULHIO\� GHVFULEH� WKH� VHFXULW\� DUFKLWHFWXUH�� ,Q
6HFWLRQ ��ZH�GHVFULEH�RXU�H[SHULHQFH�DQG�WKH�VWDWXV�RI�WKH�V\V�
WHP�

����'LVWULEXWHG�/DUJH�'DWD�2EMHFWV

�����0RWLYDWLRQ

7KH�DGYHQW�RI�VKDUHG��ZLGHO\�DYDLODEOH��KLJK�VSHHG�QHWZRUNV�LV
SURYLGLQJ� WKH�SRWHQWLDO� IRU�QHZ� DSSURDFKHV� WR� WKH� FROOHFWLRQ�
RUJDQL]DWLRQ��VWRUDJH��DQG�DQDO\VLV�RI�ODUJH�GDWD�REMHFWV��,Q�RQH
W\SLFDO�H[DPSOH��KLJK�YROXPH�KHDOWK�FDUH�YLGHR�DQG�LPDJH�GDWD
XVHG� IRU� GLDJQRVWLF� SXUSRVHV� ³� H�J��� ;�UD\� &7�� 05,�� DQG
FDUGLR�DQJLRJUDSK\�� DUH� FROOHFWHG� DW� FHQWUDOL]HG� IDFLOLWLHV� DQG�
WKURXJK�WKH�XVH�RI�WKH�V\VWHP�GHVFULEHG�KHUH��PD\�EH�VWRUHG�
DFFHVVHG��PDQDJHG��DQG�UHIHUHQFHG�DW�ORFDWLRQV�RWKHU�WKDQ�WKH
SRLQW� RI� FROOHFWLRQ� �H�J��� WKH� KRVSLWDOV� RI� WKH� UHIHUULQJ
SK\VLFLDQV��

,Q� KHDOWK� FDUH� LPDJLQJ� V\VWHPV� WKH� LPSRUWDQFH� RI� UHPRWH
HQG�XVHU�DFFHVV�LV�WKDW�WKH�KHDOWK�FDUH�SURIHVVLRQDOV�DW�WKH�UHIHU�
ULQJ�IDFLOLW\��KRVSLWDOV�RU�FOLQLFV�IUHTXHQWO\�UHPRWH�IURP�WKH�WHU�
WLDU\� LPDJLQJ� IDFLOLW\�� ZLOO� KDYH� UHDG\� DFFHVV� WR� QRW� RQO\� WKH
LPDJH�DQDO\VW·V�UHSRUWV��EXW�WKH�RULJLQDO�LPDJH�GDWD�DV�ZHOO��6LP�
LODUO\� ZLWK� GDWD� LQWHQVLYH�� GLVWULEXWHG� VFLHQWLILF� FROODERUDWLRQV�
UHVHDUFKHUV� DW� YDULRXV� VLWHV� UHPRWH� IURP� WKH� GDWD� JHQHUDWLRQ
DQG�VWRUDJH� UHTXLUH� UHDG\�DFFHVV� WR� WKH�GDWD�REMHFWV��6HH��H�J��
>��@�DQG�>�@�

7KH�LPSRUWDQFH�RI�SURYLGLQJ�DQG�PDQDJLQJ�GLVWULEXWHG�DFFHVV
WR� VWRUDJH� LV� WKDW� ODERUDWRU\� LQVWUXPHQWDWLRQ� HQYLURQPHQWV�
KRVSLWDOV�� HWF��� DUH� IUHTXHQWO\�QRW� WKH�EHVW�SODFH� WR�PDLQWDLQ�D
ODUJH�VFDOH�GLJLWDO�VWRUDJH�V\VWHP��6XFK�V\VWHPV�FDQ�KDYH�FRQ�
VLGHUDEOH� HFRQRP\� RI� VFDOH� LQ� RSHUDWLRQDO� DVSHFWV�� DQG� DQ
DIIRUGDEOH��HDVLO\�DFFHVVLEOH��KLJK�EDQGZLGWK�QHWZRUN�FDQ�SUR�
YLGH�ORFDWLRQ�LQGHSHQGHQFH�IRU�VXFK�V\VWHPV�

�����2YHUYLHZ

/DUJH�GDWD�REMHFWV� DUH� D� VWUXFWXUHG� FROOHFWLRQ� RI� PHWDGDWD�
LQFOXGLQJ� OLQNV� WR� GDWD�FRPSRQHQWV�� 7KH� PHWDGDWD� W\SLFDOO\
GHVFULEHV� FKDUDFWHULVWLFV� RI� WKH� GDWD� FRPSRQHQWV�� SURYLGHV
DFFHVV�PHWKRGV� LQIRUPDWLRQ�� DFFHVV� FRQWURO� LQIRUPDWLRQ�� HWF�
0HWDGDWD�IUHTXHQWO\�DOVR�LQFOXGHV�GHULYHG�GDWD�WKDW�SURYLGH��IRU
H[DPSOH��YLHZDEOH�YHUVLRQV�RI�WKH�GDWD�FRPSRQHQWV��,Q�D�VHQVH
RXU�/'2V�DUH�DV�PXFK�D�FDWDORJXH�HQWULHV�DV�REMHFWV��VLQFH�WKH
DFWXDO� GDWD� LV� XVXDOO\� H[WHUQDO� WR� WKH� /'2��� EXW� /'2V� DUH
LQWHQGHG�WR�EH��DQG�DUH�XVHG�DV��REMHFW�GHILQLWLRQV�IRU�ODUJH�GDWD
VHWV�JHQHUDWHG�E\�YDULRXV�V\VWHPV�

7KH�/'2� DSSURDFK� SURYLGHV� D�PHFKDQLVP� IRU� GHVFULELQJ
DQG� PDQLSXODWLQJ� ´REMHFWVµ� WKDW� DUH� WKH� UHVXOW� RI� IHGHUDWLQJ
GDWD�FRPSRQHQWV� IURP�PDQ\� GLIIHUHQW� VRXUFHV� DQG� ORFDWLRQV�
ORFDO�ILOHV��UHPRWH�:HE�VLWHV��UHPRWH�PDVV�VWRUDJH�V\VWHPV��HWF�
6LQFH�WKLV�ZRUN�LV�LQ�WKH�UHDOP�RI�UHVHDUFK�DQG�GHYHORSPHQW��ZH
KDYH� FKRVHQ� WR� XVH� WKH� 0,0(� PXOWLSDUW� PHVVDJH� VWDQGDUG
�>��@�� >��@�� >��@�� DQG� >��@�� WR� SURYLGH� DQ� RSHQ� DQG� H[WHQVLEOH
PHFKDQLVP� IRU� REMHFW� GHILQLWLRQ�� 7KLV� LV� D� UDSLGO\� FKDQJLQJ
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ILHOG��DQG�WKLV�0,0(�EDVHG�DSSURDFK�PD\�EH�UHSODFHG�E\�WKH
:RUOG�:LGH�:HE�&RQVRUWLXP��0HWD�&RQWHQW�)UDPHZRUN��>�@��

7KH�HOHPHQWV�RI�RXU�ODUJH�GDWD�REMHFW�PRGHO�LQFOXGH�JHQHU�
DOL]HG�REMHFW�GHILQLWLRQ��D�FODVV���JURXSV�RI�DVVRFLDWHG�REMHFWV
FDOOHG�´FROOHFWLRQVµ��DQG�DFFHVV��VHDUFK��GDWD�HQWU\�DQG�VHFXULW\
PHWKRGV�IRU�PDQDJLQJ�WKH�REMHFW�GHILQLWLRQ��7KH�REMHFW�GHILQL�
WLRQ�LV�PDQLIHVWHG�DV�D�:HE�GRFXPHQW�WKDW�FRQWDLQV�PHWDGDWD
LQ�WKH�IRUP�RI�WH[W�DQG�W\SHG�OLQNV�WR�DVVRFLDWHG�REMHFWV��H�J��
GHULYHG�LQIRUPDWLRQ���DQG�W\SHG�OLQNV�WR�WKH�RULJLQDO�ODUJH�GDWD�
FRPSRQHQW�ORFDWLRQV��7KH�W\SHG�OLQNV�DUH�JHQHUDOO\�85/V�ZLWK
DQ�DVVRFLDWHG�0,0(�W\SH��VHH�>��@���7KH�W\SLQJ�DOORZV�D�XVHU
RU� DSSOLFDWLRQ� WR� ORFDWH� DSSURSULDWH� GDWD� DFFHVV� PHWKRGV� LQ
DGYDQFH� RI� UHTXHVWLQJ� D� �SRWHQWLDOO\� ODUJH�� GDWD� FRPSRQHQW�
(DFK�RI�WKH�REMHFW�FRPSRQHQWV�FDQ�W\SLFDOO\�EH�UHIHUHQFHG�DV
DQ� LQGLYLGXDO�:HE�HQWLW\�� DQG� ORFDWHG�� DFFHVVHG�� DQG�PDQLSX�
ODWHG�WKURXJK�:HE�VHUYHUV�XVLQJ�WKH�+773�SURWRFRO��$SSOLFD�
WLRQV�FDQ�XVH�WKH�+773�SURWRFRO�WR�UHTXHVW�GDWD�FRPSRQHQWV�
DQG�XVHUV�FDQ�DFFHVV�GDWD�GLUHFWO\�YLD�:HE�EURZVHUV��'DWD�PD\
EH� UHWXUQHG�GLUHFWO\� WR� WKH�EURZVHU�RU� WR� DQ� DSSOLFDWLRQ� WKDW
FDQ� XVH� WKH� DFFHVV� PHWKRG� VSHFLILHG� E\� WKH� FRUUHVSRQGLQJ
0,0(� W\SH�� ,Q� WKH� FDVH� RI� KLJK�SHUIRUPDQFH� DSSOLFDWLRQV�
KDQGOHV� WR� WKH� GDWD� RQ� WKH� GLVWULEXWHG� KLJK�VSHHG� FDFKH� DUH
UHWXUQHG�WR�WKH�DSSOLFDWLRQ�

$� W\SLFDO� XVHU� LQWHUIDFH� WR� D� ODUJH�GDWD�REMHFW� FODVV� XVLQJ
WKLV�PRGHO�FDQ�EH�LOOXVWUDWHG�E\�D�FROOHFWLRQ�RI�KLJK�UHVROXWLRQ
PLFURVFRSH� LPDJHV� WKDW� IRUP� D� GLJLWDO�SKRWR� FROOHFWLRQ� �VHH
http://imglib.lbl.gov��� ,Q� WKLV� FDVH�� WKH� LPDJHV�DUH�RUJD�
QL]HG� LQWR� ´VXE�FROOHFWLRQVµ� �DQ� DVVRFLDWHG� VHW� RI� REMHFWV� RI
RQH� FODVV��SDUWO\� IRU� HDVH�RI�EURZVLQJ�DQG�SDUWO\� WR� IDFLOLWDWH
FXUDWLRQ�� 7KH� REMHFW� FODVV� �FROOHFWLRQ�� KDV� DVVRFLDWHG� VHDUFK
PHWKRGV�� REMHFW� DFFHVV� PHWKRGV�� DQG� VHFXULW\� PHWKRGV� WR
HQIRUFH� XVH�FRQGLWLRQV�� $� :HE� EURZVHU� DFFHVVHV� DQ� /'2
FRPSRQHQW� YLD� D� 85/� UHTXHVW� WKDW� W\SLFDOO\� LQYRNHV� D� :HE
VHUYHU�FJL�VFULSW�WKDW�LPSOHPHQWV�WKH�QHFHVVDU\�PHWKRGV��7KH

XVHU�UHTXHVWV�PD\�EH�IRU�VHDUFKLQJ��GLVSOD\LQJ�VRPH�RU�DOO�RI
WKH� /'2� FRPSRQHQWV�� RU� PRGLI\LQJ� WKH� /'2� FRPSRQHQWV
�FROOHFWLRQ�FXUDWLRQ���7KH�GLJLWDO� LPDJHV� LQ� WKLV� FROOHFWLRQ�DUH
JHQHUDWHG�E\�DQ�RII�OLQH�VFDQQLQJ�HOHFWURQ�PLFURVFRSH�DQG�DUH
ORDGHG�LQWR�WKH�/DE·V�PDVV�VWRUDJH�V\VWHP�E\�EXON�ILOH�WUDQVIHU�
6HWV�RI�LPDJHV��UHSUHVHQWLQJ�VHYHUDO�GD\V·�ZRUN�DUH�HQWHUHG�LQWR
WKH� ,PDJH�/LEUDU\�ZLWK� RQH� RSHUDWLRQ��7KH� WH[WXDO�PHWDGDWD
WKDW�LV�FRPPRQ�WR�D�ZKROH�VHW�LV�SUHORDGHG�DQG�FRSLHG�DXWR�
PDWLFDOO\�WR�HDFK�LPDJH��WKH�WKXPEQDLOV�DUH�JHQHUDWHG�DXWRPDW�
LFDOO\�� /DWHU� WKH� FXUDWRU� PD\� DGG� DGGLWLRQDO� PHWDGDWD� IRU
VSHFLILF� LPDJHV�� $Q� H[DPSOH� RI� DXWRPDWLF� /'2� JHQHUDWLRQ
IURP�DQ�RQ�OLQH�LQVWUXPHQW�LV�GHVFULEHG�ODWHU�LQ�WKLV�SDSHU��

������:$/'2�([DPSOH

7R�LOOXVWUDWH�WKH�:$/'2�DSSURDFK�WR�REMHFW�OLEUDULHV��ZH�ZLOO
XVH� D� UHVHDUFK� LPDJH� FROOHFWLRQ� WR� LOOXVWUDWH� WKH� YDULRXV� XVHU
LQWHUIDFHV� DQG� WKH� RYHUDOO� PRGHO�� DV� ZHOO� DV� WKH� VWUXFWXUH� RI
ODUJH�GDWD�REMHFWV��

7KH�LPDJH�OLEUDU\�XVHU�W\SLFDOO\�ILUVW�HQWHUV�WKH�WRS�OHYHO�FRO�
OHFWLRQ�LQGH[��)LJXUH����DQG�LQLWLDWHV�D�VHDUFK��RQ��H�J���WKH�WH[�
WXDO� PHWDGDWD� DV� LQ� )LJXUH� ���� 7KH� WH[WXDO� PHWDGDWD� VHDUFK
PHWKRG�LV�SURYLGHG�E\�D�PRGLILHG�YHUVLRQ�RI�JOLPSVH�>�@��7KH
UHVXOW� RI� WKH� DSSUR[LPDWH� VHDUFK� VSHFLILHG� DV� LQ� )LJXUH� �� LV
LOOXVWUDWHG� LQ�)LJXUH����7KH�/'2V� WKDW� VDWLVI\� WKH� VHDUFK� DUH
UHSUHVHQWHG�DV�D�VHW�RI�´WKXPEQDLOVµ��GHULYHG�GDWD�HOHPHQWV��
SRLQWHUV� WR� WKH� SULPDU\� GDWD� HOHPHQWV� �H�J��
´)LJ�B�G�BERWWRP�EULJKWµ�³�D�����0E\WH�7,))�LPDJH� ILOH� LQ
WKLV�FDVH���DQG�WKH�´FRQWH[Wµ�LQ�WKH�WDJ�ILHOG�LQ�ZKLFK�JOLPSVH
IRXQG� WKH� VHDUFK� WHUP�� 7KH� GLVSOD\HG� FRQWH[W� OLQNV� WR� WKH
/'2�GHILQLWLRQ�GRFXPHQW��)LJXUH�����7KH�WKXPEQDLO�LPDJH�LQ

)LJXUH����$�WRS�OHYHO�FROOHFWLRQ�LQGH[�� )LJXUH����7KH�FROOHFWLRQ�PHWDGDWD�VHDUFK�IRUP��
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)LJXUH����7KH��SDUWLDO��UHVXOWV�RI�WKH�VHDUFK�
VSHFLILHG�LQ�WKH�IRUP�LOOXVWUDWHG�LQ�)LJXUH����

)LJXUH����7KH�:HE�EURZVHU�
PDQLIHVWDWLRQ�RI�DQ�/'2�GHILQLWLRQ�
GRFXPHQW��
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)LJXUH����$�W\SLFDO�REMHFW�UHSUHVHQWDWLRQ�WKDW�LV�DXWRPDWLFDOO\�
GHULYHG�IURP�WKH�RULJLQDO�GDWD�ZKHQ�WKH�/'2�LV�LQVWDQWLDWHG�

)LJXUH����7KH�UHVXOW�RI�EURZVLQJ�WKH�FROOHFWLRQ�WKDW�FRQWDLQHG�RQH�
RI�WKH�UHVXOWV�RI�WKH�TXHU\�LOOXVWUDWHG�LQ�)LJXUH���

)LJXUH����7KH�WHUWLDU\�VWRUDJH�V\VWHP�
PDQDJHPHQW�LQWHUIDFH��'DWD�FRPSRQHQWV�FDQ�
EH�VHOHFWLYHO\�PLJUDWHG�IURP�DUFKLYDO�VWRUDJH�
EDFN�WR�RQ�OLQH�VWRUDJH�
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WKH�/'2�GRFXPHQW�OLQNV�WR��ZKDW�LV�IRU�WKLV�FROOHFWLRQ��WKH�SUL�
PDU\�GHULYHG�GDWD�HOHPHQW��D�VFUHHQ�VL]H�LPDJH��H�J���)LJXUH����
)LJXUH���LOOXVWUDWHV�RQH�RI�WKH�EURZVHU�LQWHUIDFHV��7KH�DELOLW\�WR
ERWK�VHDUFK�DQG�EURZVH�EDVHG�RQ�WKH�PHWDGDWD�DUH� LPSRUWDQW
HOHPHQWV�RI�RXU�GLJLWDO�OLEUDU\�PRGHO�

)RU�WKH�GDWD�FRPSRQHQWV�WKDW�UHVLGH�RQO\�RQ�WHUWLDU\�VWRUDJH
�H�J��� D� WDSH�URERW�EDVHG� PDVV� VWRUDJH� V\VWHP��� WKHUH� LV� DQ
RSWLRQ�IRU�IRUFLQJ�PLJUDWLRQ�RI�WKHVH�/'2�FRPSRQHQWV�EDFN
WR� DQ� RQ�OLQH� FDFKH�� 7KH� LQWHUIDFH� IRU� PDQDJLQJ� WKH� WHUWLDU\
VWRUDJH��H�J���D�KLHUDUFKLFDO�PDVV�VWRUDJH�V\VWHP��LV�LOOXVWUDWHG�LQ
)LJXUH���

$QRWKHU�DVSHFW�RI�WKH�PRGHO�LV�WKDW�WKHUH�DUH�GHULYHG�GDWD�
FRPSRQHQWV�WKDW�DUH�YLHZDEOH�ZLWK�´VWDQGDUGµ�:HE�EURZVHUV�
7KH� RULJLQDO� GDWD�FRPSRQHQWV�³� YHU\� ODUJH�� KLJK� UHVROXWLRQ�
IXOO�FRORU�7,))�IRUPDW�LPDJHV�LQ�WKH�FDVH�RI�WKH�GLJLWDO�SKRWR
OLEUDU\�RU�',&20�LPDJHV�LQ�WKH�FDVH�RI�PHGLFDO�OLEUDULHV�³�DUH
W\SLFDOO\�QRW�GLUHFWO\�YLHZDEOH�

�����)XQFWLRQDOLW\�*RDOV

2XU�PRGHO�IRU�WKH�FDSDELOLWLHV�RI�D�GLVWULEXWHG�ODUJH�GDWD�REMHFW
V\VWHP�LQFOXGHV�WKH�IROORZLQJ�HOHPHQWV�

� UHDO�WLPH�FDWDORJXLQJ�RI�H[WHQVLEOH��OLQNHG��PXOWL�FRPSRQHQW�
GDWD�REMHFWV�WKDW�FDQ�EH�DV\QFKURQRXVO\�JHQHUDWHG�E\�
UHPRWH��RQ�OLQH�GDWD�VRXUFHV

� FODVV�EDVHG�PHWKRGV�IRU�PDQDJHPHQW�RI�WKH�ODUJH�GDWD�
REMHFWV

� RQ�OLQH�PHWDGDWD��ZLWK�FDFKHDEOH�RII�OLQH�FRPSRQHQWV�
� UHSUHVHQWDWLRQ�RI�WKH�REMHFW�FRPSRQHQWV�DV�:HE�DFFHVVLEOH�

HOHPHQWV
� H[SOLFLW�DVVRFLDWLRQ�RI�DFFHVV�PHWKRGV�ZLWK�WKH�GDWD�

FRPSRQHQWV
� IOH[LEOH�FXUDWRU���FROOHFWLRQ�RZQHU�PDQDJHPHQW�RI�

FROOHFWLRQV�RI�GDWD�REMHFWV��LQFOXGLQJ�´DQ\�WLPHµ�
PDQDJHPHQW�RI�WKH�FROOHFWLRQ�RUJDQL]DWLRQ�DQG�REMHFW�
PHWDGDWD

� JOREDOO\�XQLTXH�DQG�SHUVLVWHQW�QDPLQJ�RI�WKH�REMHFWV�DQG�
WKHLU�YDULRXV�FRPSRQHQWV�YLD�85/V�DQG�851V

� VWURQJ�DFFHVV�FRQWURO�DW�WKH�OHYHO�RI�LQGLYLGXDO�REMHFW�
FRPSRQHQWV�EDVHG�RQ�XVH�FRQGLWLRQ�FHUWLILFDWHV�PDQDJHG�E\�
WKH�GDWD�RZQHU

� KLJK�SHUIRUPDQFH�DSSOLFDWLRQ�DFFHVV�WR�WKH�GDWD�
FRPSRQHQWV

� IOH[LEOH�DQG�H[WHQVLEOH�DSSURDFKHV�WR�VHDUFKLQJ�

�����/'2�6WUXFWXUH��DQG�:$/'2�'DWD�0RGHO�DQG�6RIWZDUH�
$UFKLWHFWXUH

2XU�PRGHO�IRU�´REMHFWVµ�LQFOXGHV�

◆ $�ODUJH�GDWD�REMHFW��/'2���FRQVLVWLQJ�RI

� D�VWDQGDUG�VHW�RI�LGHQWLI\LQJ�LQIRUPDWLRQ��H�J���FODVV��
XQLTXH�LG��RZQHU��FROOHFWLRQ�QDPH�

� RQH�RU�PRUH�W\SHG�OLQNV�WR�WKH�RULJLQDO�GDWD�FRPSRQHQWV
� RQH�RU�PRUH�W\SHG�OLQNV�WR�GHULYHG�GDWD�FRPSRQHQWV
� WDJV�GHILQLQJ�DFFHVV�FRQWURO�LQ�WHUPV�RI�SRLQWHUV�WR�WKH�

HQWLWLHV�ZKR�VHW�DFFHVV�FRQGLWLRQV�DQG�SRLQWHUV�WR�WKH�
VHUYHUV�ZKHUH�DFFHVV�FRQGLWLRQ�FHUWLILFDWHV�DUH�ORFDWHG

� FODVV�VSHFLILF�WH[WXDO�PHWDGDWD

◆ $Q�/'2�LV�DQ�LQVWDQWLDWLRQ�RI�D�FODVV�SURWRW\SH��(DFK�/'2�
FRQWDLQV�D�VXEVHW�RI�WKH�GDWD�HOHPHQWV�GHILQHG�IRU�LWV�FODVV��
$Q�/'2�LV�PDQLIHVWHG�DV�D�SHUVLVWHQW�:HE�GRFXPHQW��DQG�
FODVV�EURZVHUV�FDQ�GLVSOD\�VRPH�RU�DOO�RI�LWV�FRPSRQHQWV��
6PDOO�FRPSRQHQWV��H�J���WH[W�DQG�WKXPEQDLO�LPDJHV��PD\�EH�
GLUHFWO\�GLVSOD\HG�E\�EURZVHUV��'DWD�FRPSRQHQWV�DUH�
UHIHUHQFHG�E\�D�SHUVLVWHQW�85/��$Q�/'2�FODVV�LV�SURYLGHG�
ZLWK
� VHDUFK�PHWKRGV
� GDWD�FRPSRQHQW�DFFHVV�PHWKRGV
� GDWD�HQWU\�PHWKRGV
� DFFHVV�FRQWURO�PHWKRGV

◆ &ROOHFWLRQV�FRQVLVW�RI�/'2·V�DQG�KLHUDUFKLFDOO\�RUJDQL]HG�
VXE�FROOHFWLRQV�RI�/'2V�LQ�WKDW�FODVV

◆ &ODVV���FROOHFWLRQ�UROHV
� FROOHFWLRQ�RZQHU

� HVWDEOLVKHV�DJUHHPHQWV�ZLWK�WKH�:$/'2�:HE�VHUYHU�
IRU�UHVRXUFHV

� GHILQHV�WKH�/'2�FODVVHV�IRU�WKH�FROOHFWLRQ
� GHILQHV�WKH�EDVLF�DFFHVV�FRQWURO�SDUDPHWHUV��LQFOXGLQJ�

SRWHQWLDO�GHOHJDWLRQ�RI�DXWKRULW\�IRU�VHWWLQJ�DFFHVV�
FRQGLWLRQV

� FXUDWRUV�DUH�XVHUV�ZLWK�ZULWH�DFFHVV�WR�REMHFWV��DQG�FDQ
� DGG��GHOHWH��DQG�PRGLI\�/'2V�RU�FRPSRQHQWV�RI�

/'2V
� PDQDJH�WKH�FROOHFWLRQ�VWUXFWXUH��FDQ�FUHDWH�VXE�FROOHF�

WLRQV�DQG�PD\�PRYH�/'2V�EHWZHHQ�VXE�FROOHFWLRQV�

)LJXUH���LOOXVWUDWHV�WKH�GDWD�IORZ�DQG�RYHUDOO�RUJDQL]DWLRQ�RI�WKH
:$/'2�DUFKLWHFWXUH��,W�DOVR�LQGLFDWHV�WKH�FHQWUDO�UROH�RI�KLJK�
VSHHG�FDFKH�ZKLFK�LV�XVHG�ERWK�IRU�LQLWLDO�GDWD�FROOHFWLRQ��DQG
WR�SURYLGH�VXEVHTXHQW�KLJK�VSHHG�DFFHVV�E\�DSSOLFDWLRQV�

7KH�EDVLF�HOHPHQWV�RI� WKH�DUFKLWHFWXUH� �UHIHUULQJ� WR�)LJXUH���
LQFOXGH�

� GDWD�FROOHFWLRQ�V\VWHPV�DQG�WKH�LQVWUXPHQW�QHWZRUN�
LQWHUIDFHV����

� KLJK�VSHHG��QHWZRUN�EDVHG�FDFKH�VWRUDJH�IRU�UHFHLYLQJ�GDWD��
IRU�SURYLGLQJ�LQWHUPHGLDWH�VWRUDJH�IRU�SURFHVVLQJ��DQG�IRU�
KLJK�VSHHG�DSSOLFDWLRQ�DFFHVV����

� WUDQVSDUHQW�WHUWLDU\�VWRUDJH��´PDVV�VWRUDJHµ��PDQDJHPHQW�
IRU�WKH�GDWD�FRPSRQHQWV����

� SURFHVVLQJ�PHFKDQLVPV�IRU�YDULRXV�VRUWV�RI�GDWD�DQDO\VLV�DQG� GHULYHG�GDWD�JHQHUDWLRQ����
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� GDWD�PDQDJHPHQW�WKDW�SURYLGHV�IRU�WKH�DXWRPDWLF�
FDWDORJXLQJ�DQG�PHWDGDWD�JHQHUDWLRQ�WKDW�SURGXFHV�WKH�
ODUJH�GDWD�REMHFW�GHILQLWLRQV����

� GDWD�DFFHVV�LQWHUIDFHV��LQFOXGLQJ�DSSOLFDWLRQ�RULHQWHG�
LQWHUIDFHV����

� FXUDWRU�LQWHUIDFHV�IRU�PDQDJLQJ�ERWK�WKH�PHWDGDWD�DQG�WKH�
/'2�FROOHFWLRQ�RUJDQL]DWLRQ

� XVHU�DFFHVV�LQWHUIDFHV�IRU�DOO�UHOHYDQW�DVSHFWV�RI�WKH�GDWD�
�DSSOLFDWLRQV��GDWD��DQG�PHWDGDWD�

� IOH[LEOH�PHFKDQLVPV�IRU�SURYLGLQJ�YDULRXV�VHDUFKLQJ�
VWUDWHJLHV����

� WUDQVSDUHQW�VHFXULW\�WKDW�SURYLGHV�VWURQJ�DFFHVV�FRQWURO�IRU�
WKH�GDWD�FRPSRQHQWV�EDVHG�RQ�GDWD�RZQHU�SROLFLHV����

7KHVH� HOHPHQWV� DUH� DOO� SURYLGHG� ZLWK� IOH[LEOH�� ORFDWLRQ�
LQGHSHQGHQW� LQWHUIDFHV� VR� WKDW� WKH\� FDQ� EH� IUHHO\
�WUDQVSDUHQWO\�� PRYHG� DURXQG� WKH� QHWZRUN� DV� UHTXLUHG� IRU
RSHUDWLRQDO�RU�RWKHU�ORJLVWLFDO�FRQYHQLHQFH�

������7KH�'LVWULEXWHG�3DUDOOHO�6WRUDJH�6\VWHP³$�+LJK�
3HUIRUPDQFH�1HWZRUN�&DFKH

$� KLJK� SHUIRUPDQFH�� ZLGHO\� GLVWULEXWHG�� QHWZRUN� VWRUDJH
V\VWHP� LV� DQ� HVVHQWLDO� FRPSRQHQW� RI� D� QHWZRUN�EDVHG� ODUJH�
GDWD�REMHFW� HQYLURQPHQW�� :LWKLQ� WKH� KLJK� SHUIRUPDQFH

QHWZRUN�FDFKH�³�D�´PLGGOHZDUHµ�VHUYLFH�³�WKH�DUFKLWHFWXUDO
LVVXHV�LQFOXGH�

� KLJKO\�GLVWULEXWHG�DQG�SDUDOOHO�FDFKH�RSHUDWLRQ
� GLVWULEXWHG��DXWRQRPRXV�FRPSRQHQW�PDQDJHPHQW
� XVHU�DFFHVV�PHWKRGRORJLHV
� VHFXULW\�DUFKLWHFWXUH

'LVWULEXWLQJ�WKH�FRPSRQHQWV�RI�D�VWRUDJH�V\VWHP�WKURXJK�
RXW� WKH� QHWZRUN� FDQ� LQFUHDVH� LWV� FDSDFLW\�� UHOLDELOLW\�� SHUIRU�
PDQFH�� DQG� VHFXULW\�� 8VDEOH� FDSDFLW\� LQFUHDVHV� WKURXJK� WKH
DJJUHJDWLRQ�RI�GLVWULEXWHG�VWRUDJH�FRPSRQHQWV��+LJKO\�UHOLDEOH
DFFHVV�FDQ�EH�SURYLGHG�WKURXJK�UHGXQGDQF\�RI�GDWD�DQG�VWRU�
DJH� V\VWHPV� WKDW� DUH� FRQILJXUHG� IURP� FRPSRQHQWV� WKDW� KDYH
OLWWOH� LQ�FRPPRQ��H�J��� ORFDWLRQ���3HUIRUPDQFH� LV� LQFUHDVHG�E\
WKH� FRPELQHG� FKDUDFWHULVWLFV� RI� SDUDOOHO� RSHUDWLRQ� RI� PDQ\
VXE�FRPSRQHQWV��DQG�WKH�LQGHSHQGHQW�GDWD�SDWKV�SURYLGHG�E\
D�ODUJH�QHWZRUN�LQIUDVWUXFWXUH��6HFXULW\�LV�SRWHQWLDOO\�LQFUHDVHG
E\�KDYLQJ�PDQ\�LQGHSHQGHQW�FRPSRQHQWV��HDFK�RI�ZKLFK�KDV
ORFDO�DQG�LQGHSHQGHQW�HQIRUFHPHQW�PHFKDQLVPV�WKDW�FDQ�OLPLW
WKH�VFRSH�RI�D�VHFXULW\�EUHDFK�

7KH� 'LVWULEXWHG�3DUDOOHO� 6WRUDJH� 6\VWHP� �´'366µ�� LV� DQ
H[SHULPHQWDO�V\VWHP�LQ�ZKLFK�ZH�DUH�GHYHORSLQJ�� LPSOHPHQW�
LQJ��DQG�WHVWLQJ�WKHVH�LGHDV��,Q�PRVW�FRQILJXUDWLRQV��WKH�'366
LV�XVHG�DV�D�QHWZRUN�EDVHG��KLJK�SHUIRUPDQFH��UDQGRP�DFFHVV
ORJLFDO� EORFN� VHUYHU� GHVLJQHG� WR� VXSSO\� DQG� FRQVXPH� KLJK�

$SSOLFDWLRQ
◆ FDFKH�EDVHG�RU�
:HE�EDVHG�
DFFHVV�WR�/'2�
FRPSRQHQWV

/'2�´REMHFWµ�
GHVFULSWLRQ�

JHQHUDWLRQ����

FRQVXPHUSURGXFHU
�FDSWXUH��FDWDORJXH�

:HE�EURZVHU
◆ GDWD�XVHU�LQWHUIDFH
◆ FXUDWRU�LQWHUIDFH

3URFHVVLQJ����
◆ JHQHUDWH�

� REMHFW�WHPSODWH

� PHWDGDWD

� GHULYHG� UHSUHVHQ�
WDWLRQV

◆ PDQDJH�LQLWLDO�
DUFKLYDO�VWRUDJH

VHDUFK�HQJLQH����

P
HW
DG
DW
D

'366����
◆ KLJK�VSHHG�GDWD�
FDFKH�IRU�
LQFRPLQJ�GDWD

:HE�VHUYHU
◆ /'2�DFFHVV�
PHWKRGV

◆ VHDUFK�HQJLQH�
PDQDJHPHQW

◆ FDFKH�066�
PDQDJHPHQW����

◆ VRPH�/'2�GDWD�
FRPSRQHQWV

'DWD�
6RXUFH����

◆ FROOHFWLRQ
◆ EXIIHULQJ
◆ QHWZRUN�
WUDQVSRUW

'366����
◆ FDFKH�IRU�KLJK�
VSHHG�DSSOLFDWLRQ�
DFFHVV�WR�GDWD

066
◆ WHUWLDU\�VWRUDJH�DUFKLYLQJ�
RI�ODUJH�GDWD�FRPSRQHQWV

ORFDO�VWRUDJH
◆ :$/'2�:HE�
VHUYHU�EDVHG�
/'2�
FRPSRQHQW�
VWRUDJH

DFFHVV���FRQWURO����

SXEOLF�NH\�

LQIUDVWUXFWXUH

XVH�FRQGLWLRQ�

FHUWLILFDWHV

REMHFW�PDQDJHPHQW
�SHUVLVWHQFH��PHWDGDWD�PJ·PW��

VWRUDJH�PJ·PW�

���

���

)LJXUH����7KH�GLVWULEXWHG�/DUJH�'DWD�2EMHFW�RYHUDOO�DUFKLWHFWXUH�DQG�GDWD�IORZ�
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VSHHG� GDWD� VWUHDPV� IRU� RWKHU� QHWZRUN�EDVHG� SURFHVVLQJ� V\V�
WHPV���6HH�>��@��

7KH�'366�LV�D�´ORJLFDO�EORFNµ�VHUYHU�ZKRVH�IXQFWLRQDO�FRP�
SRQHQWV�DUH�GLVWULEXWHG�DFURVV�D�ZLGH�DUHD�QHWZRUN���6HH�)LJXUH
����7KH�'366� LV� IXQGDPHQWDOO\�D� UDQGRP�DFFHVV� ORJLFDO�EORFN
VHUYHU��7KHUH�LV�QR�LQKHUHQW�RUJDQL]DWLRQ�WR�WKH�EORFNV��DQG�LQ
SDUWLFXODU�� WKH\� ZRXOG� QHYHU� EH� RUJDQL]HG� VHTXHQWLDOO\� RQ� D
VHUYHU��7KH�GDWD�RUJDQL]DWLRQ�LV�GHWHUPLQHG�E\�WKH�DSSOLFDWLRQ
DV�D� IXQFWLRQ�RI�GDWD� W\SH�DQG�DFFHVV�SDWWHUQV� VR� WKDW� D� ODUJH
FROOHFWLRQ�RI�GLVNV�DQG�VHUYHUV�FDQ�RSHUDWH�LQ�SDUDOOHO�HQDEOLQJ
WKH�'366�WR�SHUIRUP�DV�D�KLJK�VSHHG�GDWD�VRXUFH�RU�GDWD�VLQN��

$W� WKH� DSSOLFDWLRQ� OHYHO�� WKH�'366�SURYLGHV� D� VHPL�SHUVLV�
WHQW�FDFKH�RI�QDPHG�GDWD�REMHFWV��DQG�DW�WKH�VWRUDJH�OHYHO�LW�LV�D
ORJLFDO� EORFN� VHUYHU�� $OWKRXJK� QRW� VWULFWO\� SDUW� RI� WKH� '366
DUFKLWHFWXUH�� WKH� V\VWHP� LV� XVXDOO\� SURYLGHG� ZLWK� DSSOLFDWLRQ
OLEUDULHV�WKDW�LPSOHPHQW�GDWD�VHW�DFFHVV�PHWKRGV��7KHVH�SURYLGH
REMHFW�OLNH�HQFDSVXODWLRQ�RI�WKH�GDWD�LQ�RUGHU�WR�UHSUHVHQW�FRP�
SOH[�XVHU�OHYHO�GDWD�VWUXFWXUHV�VR�WKDW�WKH�DSSOLFDWLRQ�GRHV�QRW
KDYH�WR�UHWDLQ�WKLV�LQIRUPDWLRQ�IRU�HDFK�GLIIHUHQW�GDWD�VHW��'DWD
DFFHVV�PHWKRGV�FXUUHQWO\�LQFOXGH�VLPSOH�YLGHR�GDWD�DFFHVV�DQG
WKH�PRUH�FRPSOH[�DFFHVV�PHWKRGV�UHTXLUHG�E\�7HUUD9LVLRQ�DQG

67$5���7KH� DFFHVV�PHWKRG� FRQYHUWV� WKH�DSSOLFDWLRQ� UHTXHVWV
LQWR� ORJLFDO� EORFN� UHTXHVWV�� 7KHVH� ORJLFDO� EORFN� UHTXHVWV� DUH
WKHQ�VHQW�WR�WKH�'366�0DVWHU�ZKLFK�VHUYHV�WZR�IXQFWLRQV��ORJL�

FDO�EORFN�QDPH�WUDQVODWLRQ�DQG�UHVRXUFH�PDQDJHPHQW��5HVXOWLQJ
SK\VLFDO� EORFN� UHTXHVWV� DUH� IRUZDUGHG� WR� GLVN� VHUYHUV� WKDW
UHWXUQ�GDWD�GLUHFWO\�WR�WKH�DSSOLFDWLRQ�XVLQJ�SDUDOOHO�GDWD�SDWKV�

����$SSOLFDWLRQV

:H� FXUUHQWO\� KDYH� WZR� H[DPSOH� DSSOLFDWLRQV� RI� WKH� /'2
DUFKLWHFWXUH�� 2QH� LV� D� PHWDGDWD�EDVHG� GLJLWDO� LPDJH� OLEUDU\
V\VWHP�WKDW� LV�RULHQWHG�WRZDUG�FXUDWLRQ��7KDW� LV�� WKH�VWUXFWXUH
DQG� WRROV�RI� WKH� V\VWHP�DUH� LQWHQGHG� WR�SURYLGH� IRU�HDV\�DQG
FRQWLQXRXV� PDLQWHQDQFH� E\� WKH� GDWD� RZQHUV�� 7KH� VHFRQG
H[DPSOH�LV�D�UHDO�WLPH�GDWD�FDSWXUH�DQG�FDWDORJXLQJ�V\VWHP�WKDW
LV�RULHQWHG�WRZDUG�WKH�DXWRPDWHG�FDSWXUH�RI�GDWD�IURP�RQ�OLQH
LQVWUXPHQWV�DQG�WKH�FUHDWLRQ�RI�GLJLWDO�OLEUDULHV�RQ�WKH�IO\�

�����&XUDWRU�0DQDJHG�&ROOHFWLRQV��'LJLWDO�,PDJH�/LEUDULHV

'LJLWDO� LPDJH� OLEUDULHV� UHTXLUH� IOH[LEOH� FXUDWRU� PDQDJHPHQW
IXQFWLRQV� VR� WKDW� FXUDWRUV� IURP�D�YDULHW\�RI�EDFNJURXQGV�FDQ
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GLUHFWO\�IURP�WKH�VWRUDJH�VHUYHUV�
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◆ -3(*�YLGHR
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◆ ;'5

GDWD�
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VHFXULW\�FRQWH[W����
�GDWD�XVH�FRQGLWLRQV�

$JHQW�EDVHG�

PDQDJHPHQW�RI�GDWDVHW�

PHWDGDWD���ORFDWLRQV��
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$JHQW�EDVHG�

PDQDJHPHQW�

RI�UHGXQGDQW�

0DVWHUV

$JHQW�EDVHG�PDQDJHPHQW�RI�

VWRUDJH�VHUYHU�DQG�QHWZRUN�VWDWH�

YLV�D�YLV�DSSOLFDWLRQV

PHP

EXI

SK\VLFDO�
EORFN�
UHTXHVWV ORJLFDO�EORFN�

UHTXHVWV

'DWD�6HW�0DQDJHU
◆ XVHU�VHFXULW\�FRQWH[W�
HVWDEOLVKPHQW

◆ GDWD�VHW�DFFHVV�FRQWURO
◆ PHWDGDWD

5HTXHVW�0DQDJHU
◆ ORJLFDO�WR�SK\VLFDO�QDPH�
WUDQVODWLRQ

◆ FDFKH�PDQDJHPHQW

'366�$3,
�FOLHQW�VLGH�OLEUDU\�

5HVRXUFH�0DQDJHU
◆ DOORFDWH�GLVN�UHVRXUFHV
◆ VHUYHU�GLVN�UHVRXUFH�DFFHVV�FRQWURO�

'366�0DVWHU

)LJXUH����7KH�'LVWULEXWHG�3DUDOOHO�6WRUDJH�6\VWHP�DUFKLWHFWXUH�

���7HUUD9LVLRQ�LV�DQ�LQWHUDFWLYH�WHUUDLQ�QDYLJDWLRQ�DSSOLFDWLRQ�XVLQJ�PXOWL�UHVR�
OXWLRQ�� WLOHG�� LPDJH� S\UDPLGV� >��@�� 67$5� LV� DQ� H[WHUQDO� GDWD� UHSUHVHQWDWLRQ
DFFHVV��;'5��PHWKRG�>�@�
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HDVLO\�PDLQWDLQ�WKHLU�RZQ�FROOHFWLRQV��2QH�XVHU�FRPPXQLW\� LV
VFLHQWLVWV� ZKR�PDLQWDLQ� DQQRWDWHG� LPDJH� FROOHFWLRQV� WKDW� DUH
DVVRFLDWHG�ZLWK�WKHLU�VFLHQWLILF�ODERUDWRU\�HQYLURQPHQW��7KHVH
FROOHFWLRQV� DUH� XVHG� OLNH� D� ODERUDWRU\� QRWHERRN�� DQG� DUH
FRQWLQXRXVO\� XSGDWHG�� 6HH�� IRU� H[DPSOH� �DV� LQ� )LJXUH� ��
http://imblib.lbl.gov/cgi-bin/ImgLib/displaytag/
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$QRWKHU�XVH�RI�WKLV�IODYRU�RI�WKH�V\VWHP�LV�WKH�´%HUNHOH\�/DE
2Q�OLQH�3KRWR�$UFKLYHµ� �http://imglib.lbl.gov/ImgLib/
photo-archive.html���7KLV�DSSOLFDWLRQ�LV�HVVHQWLDOO\�WKH�VDPH
DV� WKH� DQQRWDWHG� VFLHQWLILF� LPDJH� FROOHFWLRQ�� EXW� WKH� XVH
FKDUDFWHULVWLFV� DUH� VRPHZKDW� GLIIHUHQW�� ,Q� SDUWLFXODU�� WKLV
FROOHFWLRQ�XQGHUJRHV�D�ORW�RI�UHDUUDQJHPHQW�DV�LW�JURZV�DQG�WKH
VXEMHFW� PDWWHU� GLYHUVLILHV�� 3HUVLVWHQW� UHIHUHQFHV� DUH� DOVR� YHU\
LPSRUWDQW� LQ� WKLV� FROOHFWLRQ�� DV� WKH� LQWHQW� LV� IRU�PDQ\� RWKHU
GRFXPHQWV� WR�XVH� WKLV� FROOHFWLRQ� WR�SURYLGH� WKHLU� LPDJHV� YLD
OLQNV� �H�J��� WKH� ´/%/� 1HZVPDJD]LQH�� )DOO� ������ ��WK
$QQLYHUVDU\� ,VVXHµ� DW� http://imglib.lbl.gov/

LBNL_Res_Revs/50th��� 7KLV� KDV� UDLVHG� VRPH� LQWHUHVWLQJ
GHVLJQ�LVVXHV�WKDW�DUH�GLVFXVVHG�LQ�6HFWLRQ ��

�����$XWRPDWLFDOO\�*HQHUDWHG�&ROOHFWLRQV��5HDO�7LPH�&DSWXUH�DQG�
&DWDORJXLQJ�RI�'DWD�IURP�2Q�OLQH�,QVWUXPHQWV

7KH�PRGHO�IRU�UHDO�WLPH�FDSWXUH�DQG�FDWDORJXLQJ�LV�WKDW�D�GDWD
VRXUFH� JHQHUDWHV� XQLWV� RI� GDWD� WKDW� KDYH� DVVRFLDWHG� DX[LOLDU\
LQIRUPDWLRQ��$V�WKH�GDWD�LV�SURFHVVHG�LQ�UHDO�WLPH��WKH�´XQLWVµ
FDQ�EH�LGHQWLILHG�DV�VXFK��DQG�WKH�DSSURSULDWH�DVVRFLDWHG�GDWD
FDQ�DOVR�EH�LGHQWLILHG�

$�NH\�LVVXH�ZLWK�´LGHQWLILFDWLRQµ�RI�D�XQLW�RI�GDWD�LV�WR�NQRZ
ZKHQ�WKH�XQLW�KDV�EHHQ�FRPSOHWHO\�UHFHLYHG�VR�WKDW�FDWDORJXLQJ
DQG�SURFHVVLQJ�WR�FUHDWH�DQ�/'2�FDQ�FRPPHQFH��7KLV�LGHQWL�
ILFDWLRQ�FDQ� WDNH� WKH�IRUP�RI�H[SOLFLW� LQ�EDQG�PDUNHUV� LQ� WKH
GDWD�VWUHDP��RU�RXW�RI�EDQG�QRWLILFDWLRQ�WKDW�DOO�RI�WKH�GDWD�RI
RQH�XQLW�KDV�EHHQ�VHQW��RU�WKH�LGHQWLILFDWLRQ�FRXOG�EH�LPSOLFLW�
VXFK�DV�D�GDWD�XQLW�EHLQJ�GHILQHG�E\�D�WLPLQJ�PHFKDQLVP��H�J��
RQH�GDWD�XQLW�LV�ZKDWHYHU�LV�UHFHLYHG�LQ�VRPH�VSHFLILHG�SHULRG
RI� WLPH��RU�E\� D�TXDQWLW\�PHFKDQLVP� �H�J���RQH�GDWD�XQLW� LV� D
IL[HG�TXDQWLW\�RI�GDWD��

/LNHZLVH��WKH�DFTXLVLWLRQ�RI�DVVRFLDWHG�GDWD��PHWDGDWD�SUH�
FXUVRUV�� FDQ� EH� YLD� H[SOLFLW� LQ�EDQG� RU� RXW�RI�EDQG� VHSDUDWH
GDWD�XQLWV��RU�LPSOLFLW��H�J���WKH�WLPHVWDPS�RI�D�GDWD�XQLW�ZKRVH
ERXQGDU\�LV�GHILQHG�E\�D�SRLQW�LQ�WLPH��

������9LGHR�'DWD��2Q�OLQH�&DUGLR�DQJLRJUDSK\

$Q� H[DPSOH� RI� D� PHGLFDO� DSSOLFDWLRQ� WKDW� XVHV� WKH
DXWRPDWLFDOO\�PDQDJHG�DSSURDFK�LV�D�V\VWHP�WKDW�SURYLGHV�IRU
FROOHFWLRQ�� VWRUDJH�� FDWDORJXLQJ�� DQG� SOD\EDFN� RI� YLGHR�

DQJLRJUDSK\�GDWD��

´&DUGLR�DQJLRJUDSK\�LV�XVHG�WR�PRQLWRU�DQG�UHVWRUH�FRURQDU\�EORRG
IORZ��DQG� WKRXJK� FOLQLFDOO\� HIIHFWLYH�� WKH� UHTXLUHG� LPDJLQJ� V\VWHPV
DQG�DVVRFLDWHG�IDFLOLWLHV�DUH�H[SHQVLYH��7R�PLQLPL]H�WKH�FRVW�RI�VXFK
SURFHGXUHV��KHDOWK�FDUH�SURYLGHUV�DUH�EHJLQQLQJ�WR�FRQFHQWUDWH�WKHVH
VHUYLFHV� LQ� D� IHZ� KLJK�YROXPH� WHUWLDU\� FDUH� FHQWHUV�� 3DWLHQWV� DUH
W\SLFDOO\�UHIHUUHG�WR�WKHVH�FHQWHUV�E\�FDUGLRORJLVWV�RSHUDWLQJ�DW�FOLQLFV
RU�RWKHU�KRVSLWDOV�� WKH� FHQWHUV� WKHQ�PXVW� FRPPXQLFDWH� WKH� UHVXOWV
EDFN� WR� WKH� ORFDO� FDUGLRORJLVWV� DV� VRRQ� DV� SRVVLEOH� DIWHU� WKH
SURFHGXUH�� 7KH� DGYDQWDJHV� RI� SURYLGLQJ� VSHFLDOL]HG� VHUYLFHV� DW
GLVWDQW� WHUWLDU\� FHQWHUV� DUH� VLJQLILFDQWO\� UHGXFHG� LI� WKH� PHGLFDO
LQIRUPDWLRQ�REWDLQHG�GXULQJ�WKH�SURFHGXUH�LV�QRW�GHOLYHUHG�UDSLGO\
DQG� DFFXUDWHO\� WR� WKH� UHIHUULQJ� SK\VLFLDQ� DW� WKH� SDWLHQW·V� KRPH
IDFLOLW\�� 7KH� GHOLYHU\� V\VWHPV� FXUUHQWO\� XVHG� WR� WUDQVIHU� SDWLHQW
LQIRUPDWLRQ�EHWZHHQ�IDFLOLWLHV�LQFOXGH�LQWHURIILFH�PDLO��8�6��0DLO�
ID[� PDFKLQH�� WHOHSKRQH�� DQG� FRXULHU�� 2IWHQ� WKHVH� V\VWHPV� DUH
LQDGHTXDWH�DQG�SRWHQWLDOO\�FRXOG�LQWURGXFH�GHOD\V�LQ�SDWLHQW�FDUH�µ
�)URP�>��@���

8VLQJ�D�VKDUHG��PHWURSROLWDQ�DUHD�$70�QHWZRUN��DQG�D�KLJK�
VSHHG� GLVWULEXWHG� GDWD� KDQGOLQJ� V\VWHP�� YLGHR� VHTXHQFHV� DUH
FROOHFWHG� IURP� WKH� YLGHR�DQJLRJUDSK\� LPDJLQJ� V\VWHP�� WKHQ
SURFHVVHG�� FDWDORJXHG�� VWRUHG�� DQG�PDGH� DYDLODEOH� WR� UHPRWH
XVHUV��7KLV�SHUPLWV�WKH�GDWD�WR�EH�PDGH�DYDLODEOH�LQ�QHDU�UHDO�
WLPH� WR� UHPRWH� FOLQLFV� �VHH� )LJXUH� ����� 7KH� /'2� EHFRPHV
DYDLODEOH�DV�VRRQ�DV�WKH�FDWDORJXH�HQWU\�LV�JHQHUDWHG�³�GHULYHG
GDWD� LV� DGGHG� DV� WKH� SURFHVVLQJ� UHTXLUHG� WR� SURGXFH� LW
FRPSOHWHV�� :KHWKHU� WKH� VWRUDJH� V\VWHPV� DUH� ORFDO� RU
GLVWULEXWHG� DURXQG� WKH� QHWZRUN� LV� HQWLUHO\� D� IXQFWLRQ� RI� WKH
RSWLPDO�ORJLVWLFV�

7KLV� DSSOLFDWLRQ� ZDV� GHYHORSHG� LQ� WKH� .DLVHU� &DO5(1
SURMHFW��D�MRLQW�SURMHFW�RI�/DZUHQFH�%HUNHOH\�1DWLRQDO�/DERUD�
WRU\�� .DLVHU� 3HUPDQHQWH�� 3KLOLSV� 3DOR� $OWR� 5HVHDUFK� FHQWHU�
DQG�WKH�3DFLILF�%HOO�&DO5(1�SURJUDP�>��@��$QJLRJUDSK\�GDWD
LV�FROOHFWHG�GLUHFWO\�IURP�D�3KLOLSV�VFDQQHU�E\�D�FRPSXWHU�V\V�
WHP�LQ�WKH�6DQ�)UDQFLVFR�.DLVHU�KRVSLWDO�&DUGLDF�&DWKHWHUL]D�
WLRQ�/DERUDWRU\��7KLV�V\VWHP�LV�� LQ� WXUQ��DWWDFKHG�WR�DQ�$70
QHWZRUN� SURYLGHG� E\� WKH�1DWLRQDO� 7UDQVSDUHQW�2SWLFDO�1HW�
ZRUN�WHVWEHG��1721���1721�SURYLGHV�2&��������0ELWV�V�
DQG�2&���� �����0ELWV�V�� FRQQHFWLRQV� WR� D� YHU\� KLJK�VSHHG
EDFNERQH��VHH�>��@���:KHQ�WKH�GDWD�FROOHFWLRQ�IRU�D�SDWLHQW�LV
FRPSOHWH��DERXW�RQFH�HYHU\���²���PLQXWHV������²�����PHJD�
E\WHV�RI�GLJLWDO�YLGHR�GDWD�LV�VHQW�DFURVV�WKH�$70�QHWZRUN�WR
/%1/��LQ�%HUNHOH\��DQG�VWRUHG�ILUVW�RQ�WKH�'366��DQG�WKHQ�WKH
/'2�REMHFW�GHILQLWLRQV�DUH�JHQHUDWHG�DQG�PDGH�DYDLODEOH�YLD
WKH�:HE��$X[LOLDU\� SURFHVVLQJ� DQG� DUFKLYLQJ� WR�RQH� RU�PRUH
PDVV� VWRUDJH� V\VWHPV� SURFHHGV� LQGHSHQGHQWO\�� 7KLV� SURFHVV
JRHV�RQ��²���KRXUV�D�GD\�

7KH�:$/'2�PDQDJHPHQW� WRROV� SURYLGH� WKH�:HE� EDVHG
XVHU�LQWHUIDFH�WR�WKH�GDWD��DQG�WR�DSSURSULDWH�YLHZLQJ�DSSOLFD�
WLRQV��+RVSLWDO�GHSDUWPHQW�OHYHO�:HE�EDVHG�SDWLHQW�GDWDEDVHV
FDQ�WKHQ�UHIHU�GLUHFWO\�WR�WKH�GDWD�LQ�:$/'2�ZLWKRXW�GXSOL�
FDWLQJ� WKDW� GDWD�� RU� EHLQJ� FRQFHUQHG� DERXW� WHUWLDU\� VWRUDJH
PDQDJHPHQW��ZKLFK�LV�KDQGOHG�E\�:$/'2��

)LJXUHV������� LOOXVWUDWH� WKH�XVHU�HQYLURQPHQW�SURYLGHG�E\
WKH�:$/'2�PRGHO�IRU�WKLV�DSSOLFDWLRQ�

���&DUGLR�DQJLRJUDSK\�LPDJLQJ�LQYROYHV�D�WZR�SODQH��;�UD\�YLGHR�LPDJLQJ�V\V�
WHP�WKDW�SURGXFHV�IURP�VHYHUDO�WR�WHQV�RI�PLQXWHV�RI�GLJLWDO�YLGHR�VHTXHQFHV
IRU�HDFK�SDWLHQW�VWXG\�IRU�HDFK�SDWLHQW�VHVVLRQ��7KH�GLJLWDO�YLGHR�LV�RUJDQL]HG
DV�WHQV�RI�GDWD�REMHFWV��HDFK�RI�ZKLFK�DUH�RI�WKH�RUGHU�RI�����PHJDE\WHV�



�� :LOOLDP�-RKQVWRQ��HW�DO�

)LJXUH����LOOXVWUDWHV�EURZVLQJ�WKH�WRS�OHYHO�RI�WKH�DQJLRJUD�
SK\� FROOHFWLRQ�� $� ´\HDUµ� RU� ´KRVSLWDO�RI�SDWLHQW�RULJLQµ�� RU
ERWK��ZLOO�SUREDEO\�HYHQWXDOO\�EH�DGGHG�WR�WKH�FROOHFWLRQ�KLHUDU�
FK\�DERYH�WKHVH�LQGLYLGXDO�VWXG\�SRLQWHUV�DV�SDUW�RI�WKH�FROOHF�
WLRQ�FXUDWLRQ��,I�WKLV�LV�GRQH��WKHQ�WKH�SHUVLVWHQFH�PHFKDQLVPV
GHVFULEHG�LQ�6HFWLRQ ��ZLOO�FRPH�LQWR�SOD\�VR�WKDW�OLQNV�FUHDWHG
ZKLOH� WKH� FROOHFWLRQ� KDV� LWV� FXUUHQW� RUJDQL]DWLRQ� ZLOO� UHPDLQ
YDOLG�

)LJXUH����LOOXVWUDWHV�EURZVLQJ�D�FROOHFWLRQ�RI�/'2V��LQ�WKLV
FDVH�� UHODWHG� E\� WKH� IDFW� WKDW� WKH\� DUH� DOO� IRU� D� VLQJOH� SDWLHQW
VWXG\���$W�WKH�WRS�RI�WKH�SDJH�LV�D�EULHI�GHVFULSWLRQ�RI�WKH�FRO�
OHFWLRQ� �WKH� VWXG\� LGHQWLILHUV� LQ� WKLV� FDVH��� VRPH� VWDQGDUG
LQVWUXFWLRQV��DQG�WKH�WHUWLDU\�VWRUDJH�PLJUDWLRQ�LQWHUIDFH��7KLV�LV
IROORZHG�E\�WKH�WZR�VSHFLDO�DSSOLFDWLRQV�WKDW�XQGHUVWDQG�WKH�EL�
SODQH�YLGHR�IRUPDW��7KHVH�DUH�LQYRNHG�IURP�WKH�:HE�SDJH��DQG
WKH�QRUPDO�PRGH�RI�RSHUDWLRQ�LV�WR�YLHZ�DOO�RI�WKH�YLGHR�VHJ�
PHQWV�RI�D�VWXG\�LQ�VHTXHQFH��:KHQ�WKHVH�YLHZHUV�DUH�LQYRNHG
WKH\� DUH� DOVR� JLYHQ� DOO� RI� WKH� SRLQWHUV� WR� WKH� RULJLQDO� GDWDVHW
FRPSRQHQWV�RI�WKH�/'2��7R�IDFLOLWDWH�DFFHVV�IURP�XQPRGLILHG
:HE� EURZVHU� HQYLURQPHQWV�� RQH� RI� GHULYHG� GDWD� W\SHV� LV� DQ
03(*�FRGLQJ�RI�WKH�YLGHR�

)LJXUH����LOOXVWUDWHV�WKH�UHVXOW�RI�LQYRNLQJ�WKH�EL�SODQH�YLGHR
SOD\HU�WKDW�DFFHVVHV�GDWD�IURP�WKH�QHWZRUN�FDFKH�

����([SHULHQFH�DQG�'HVLJQ�,VVXHV

3UREDEO\� WKH� SUHGRPLQDQW� FKDUDFWHULVWLF� RI� FDWDORJXLQJ� OLYH
GDWD� VRXUFHV� LV� WKDW� WKH� /'2� FRPSRQHQWV� ³� GDWD�
FRPSRQHQWV�� PHWDGDWD� DQG� GHULYHG� GDWD� ³� VKRZ� XS
DV\QFKURQRXVO\�DV�D�QDWXUDO�UHVXOW�RI�WKH�DXWRPDWHG�SURFHVVLQJ
RI�WKH�GDWD�FRPSRQHQWV�DQG�PHWDGDWD�WKDW�JR�LQWR�PDNLQJ�XS
DQ�/'2��7R�DFFRPPRGDWH�DXWRPDWHG�SURFHVVLQJ��DQG�PHHW�WKH
FDSDELOLW\�REMHFWLYHV��VHYHUDO�GLIIHUHQW�PHWKRGV�RI�UHSUHVHQWLQJ�
VWRULQJ�� DQG� SUHVHQWLQJ� WKH� LQIRUPDWLRQ� UHVXOWLQJ� IURP� /'2
JHQHUDWLRQ�KDYH�EHHQ�WULHG�LQ�WKH�FRXUVH�RI�WKH�HYROXWLRQ�RI�WKH
/'2�LPSOHPHQWDWLRQ��7KH�DSSURDFK�WKDW�KDV�DGGUHVVHG�VHYHUDO
LVVXHV�LV�WR�KDYH�WKH�YDULRXV�:HE�DFFHVVLEOH�UHSUHVHQWDWLRQV�RI
/'2V� DQG� WKHLU� FRPSRQHQWV� EH� G\QDPLFDOO\� JHQHUDWHG� E\� D
FROOHFWLRQ� RI� REMHFW� PDQDJHPHQW� PHWKRGV�� 7KHVH� PHWKRGV
W\SLFDOO\� VFDQ� WKH� FROOHFWLRQ� IRU�QHZ�REMHFW� FRPSRQHQWV�� DQG
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)LJXUH�����$Q�LQGH[�EXLOW�IURP�LQFRPLQJ�DQJLRJUDSK\�YLGHR�GDWD�LQ�
UHDO�WLPH�

)LJXUH�����7KH�EURZVHU�LQWHUIDFH�IRU�D�VXE�FROOHFWLRQ�WKDW�
UHSUHVHQWV�RQH�SDWLHQW�VWXG\��PXOWLSOH�YLGHR�FOLSV��

)LJXUH�����7KH�XVHU�LQWHUIDFH�RI�
WKH�VSHFLDO�DSSOLFDWLRQ�WKDW�
GLVSOD\V�WKH�EL�SODQDU�YLGHR�
REMHFWV�GLUHFWO\�IURP�WKH�'366�
FDFKH�
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JHQHUDWH� DQ� KWPO� GRFXPHQW� WKDW� SUHVHQWV� WKRVH� FRPSRQHQWV
�H�J���WKH�REMHFW�EURZVHU�LOOXVWUDWHG�LQ�)LJXUH ����

�����'\QDPLF�LQGH[LQJ

6LQFH�WKH�FRPSOHWH�ODUJH�GDWD�REMHFW�LV�SURGXFHG�RYHU�DV�PXFK
DV�VHYHUDO�GD\V��VRPH�RI�WKH�SURFHVVLQJ�IRU�WKH�GHULYHG�ILOHV�³
H�J���03(*�FRGLQJ�RI�YLGHR�³�FDQ�EH�YHU\�WLPH�FRQVXPLQJ��D
QDWXUDO�ZD\� WR�SURGXFH� WKH�:HE� UHSUHVHQWDWLRQV�RI� WKH�/'2
GHILQLWLRQV� LV� WR� JHQHUDWH� WKHP� RQ�WKH�IO\�� )RU� H[DPSOH�� WKH
/'2�GHILQLWLRQ� GRFXPHQW� VKRZQ� LQ� )LJXUH� �� ZDV� JHQHUDWHG
XVLQJ� WKH� /'2� DFFHVV� PHWKRG� ´GLVSOD\WDJµ�� LQYRNHG� E\� WKH
:HE�LQYRFDWLRQ�

http://imglib.lbl.gov/cgi-bin/ImgLib/
displaytag/LUNG_STRUCTURE/tags/
Fig_4d._bottom.bright ���

)LJXUH� �� LOOXVWUDWHV� D�G\QDPLFDOO\� FUHDWHG�EURZVDEOH� LQGH[� IRU
WKH� ´/XQJB6WUXFWXUHµ� FROOHFWLRQ� RI� KLJK�UHVROXWLRQ� GLJLWDO
PLFURVFRSH�LPDJHV��7KLV�LQGH[�LV�JHQHUDWHG�E\�D�VLQJOH�:HE�FJL
LQYRFDWLRQ�WKDW�ORRNV�OLNH�

http://imglib.lbl.gov/cgi-bin/ImgLib/
makeindex?LUNG_STRUCTURE=browse ���

�,Q�RWKHU�ZRUGV�� WKH� ´makeindexµ�SURJUDP� LV� LQYRNHG�ZLWK
DUJXPHQWV�´LUNG_STRUCTUREµ�DQG�´browseµ�WR� LQGH[�WKLV
VXE�FROOHFWLRQ��

7KLV� WHFKQLTXH� SURYLGHV� WKH� FXUDWRU�ZLWK� WKH� IOH[LELOLW\� WR
UHRUJDQL]H� WKH� FROOHFWLRQV� DQG� EH� DVVXUHG� WKDW� WKH� EURZVDEOH
LQGH[HV�WKH�XVHU�VHHV�DUH�DOZD\V�XS�WR�GDWH�

7KLV� VDPH� JHQHUDO� DSSURDFK� LV� XVHG� IRU� PRVW� :HE�EDVHG
PDQLSXODWLRQ�RI�/'2V��+RZHYHU��ZKLOH�WKLV�DSSURDFK�SURYLGHV
VHYHUDO�RI�WKH�GHVLUHG�FDSDELOLWLHV��LW�GRHV�QRW��RQ�WKH�IDFH�RI�LW�
SURYLGH�WKH�UHTXLUHG�SHUVLVWHQFH�FKDUDFWHULVWLFV�

�����3HUVLVWHQFH

7KHUH�DUH�VHYHUDO�DVSHFWV�RI�SHUVLVWHQFH�WKDW�ZH�ZRXOG�OLNH�WR
SURYLGH��LQFOXGLQJ�JOREDO�DQG�HDVLO\�XVDEOH�QDPHV�IRU�ERWK�WKH
/'2V�DQG�WKHLU�SULPDU\�FRPSRQHQWV�

1DPLQJ�XQLTXHQHVV��DQG�SHUVLVWHQFH��XS�WR��EXW�QRW�LQFOXG�
LQJ��WKH�,QWHUQHW�'16�QDPH�RI�WKH�:$/'2�:HE�VHUYHU���FDQ
EH� SURYLGHG� E\� LQFOXGLQJ� D� JOREDOO\� XQLTXH� REMHFW� LGHQWLILHU
�2,'��LQ�HDFK�/'2��2XU�DSSURDFK�LQYROYHV�VHYHUDO�SRLQWV�

)LUVW��ZH�JHQHUDWH�DQ�2,'�GXULQJ�WKH�/'2�FUHDWLRQ�WKDW�LV
RI�WKH�IRUP�

Internet_DNS_name-process_id-
time_of_day_in_nanoseconds ���

6HFRQG�� DV� RQH� RI� WKH�/'2�PHWKRGV�� ZH� KDYH� SURYLGHG� WKH
FDSDELOLW\�WR�ORFDWH�DQG�UHIHU�WR�DQ�/'2�FRPSRQHQW�

find_component (OID, component_name) ���

:KLFK�FDQ�EH�LQYRNHG�DV�D�FJL�UHTXHVW�

http://imglib.lbl.gov/cgi-bin/ImgLib/
find_component?<OID>&<component_name> ���

,JQRULQJ�� IRU� WKH� PRPHQW�� WKH� JHQHUDO� LVVXH� RI� /'2
FRPSRQHQW� QDPLQJ�� DW� OHDVW� RQH� VWDQGDUG� LQYRFDWLRQ� RI� WKLV
IXQFWLRQ��H�J��

find_component (OID,’LDO-html’) ���

ZLOO� DOZD\V� UHWXUQ� DQ� KWPO� YHUVLRQ� RI� WKH� /'2� GHILQLWLRQ
FRUUHVSRQGLQJ�WR�WKH�JLYHQ�2,'���(�J���)LJXUH����

:LWK�VWDQGDUG�WDJV��RU�WKHLU�DOLDVHV���WKH�find_component

PHWKRG� FDQ� SHUIRUP� D� VHDUFK� RI� 2,'�VSDFH� DQG� UHWXUQ� WKH
UHTXHVWHG�FRPSRQHQW�EDVHG�RQ�WKH�WDJ��)RU�H[DPSOH

http://imglib.lbl.gov/cgi-bin/ImgLib/
find_component?<OID>&thumbnail ���

REWDLQV�WKH�´WKXPEQDLOµ�GHULYHG�YLVXDO�IRU�DQ\�/'2�LQ� WKRVH
FODVVHV�WKDW�XVH�WKH�WKXPEQDLO�FRQFHSW�

7R�SURYLGH�DQ�´HDVLO\�XVHGµ�SHUVLVWHQW�UHIHUHQFH�ZH�EXLOG�D
SHUPDQHQWO\�LQVWDQWLDWHG��EXW�SHULRGLFDOO\�XSGDWHG��LQGH[�GRFX�
PHQW� DW� WKH� FROOHFWLRQ� OHYHO�� 7KH� LQGH[� HQWULHV� FRQVLVW� RI� WKH
FROOHFWLRQ�QDPH��ZKLFK�FDQ�FKDQJH�DV�WKH�FROOHFWLRQ�LV�UHRUJD�
QL]HG���D�VKRUW�/'2�GHVFULSWLRQ��DQG�WKH�WH[W�RI�WKH�SHUVLVWHQW
85/��H�J��� �����DERYH�� WKDW�ZLOO� UHWXUQ� WKH�KWPO�YHUVLRQ�RI�WKH
/'2��)RU�H[DPSOH��WKH�LQGH[�HQWU\

BERKELEY-LAB HISTORY SEABORG-
PERSPECTIVE JFK visiting Lawrence 
Radiation Laboratory, March 23, 1963 
(OID=imglib.lbl.gov:123426:83341287767
634000)

URL= http://imglib.lbl.gov/cgi-bin/
ImgLib/find_component?imglib.lbl.gov-
12342683341287767634000&LDO-html ���

LV�WKH�WH[W�VWULQJ�GHILQLQJ�WKH�QDPH�RI�WKH�XQGHUO\LQJ�OLQN�

<a href="http://imglibe/ImgLib/
COLLECTIONS/BERKELEY-LAB/HISTORY/
SEABORG-PERSPECTIVE/index/
96B05392.html">
BERKELEY-LAB HISTORY SEABORG-
PERSPECTIVE JFK visiting Lawrence 
Radiation Laboratory, March 23, 1963 
(OID=imglib.lbl.gov:123426:83341287767
634000)URL= http://imglib.lbl.gov/cgi-
bin/ImgLib/
find_component?imglib.lbl.gov-12346-
83341287767634000&LDO-html)</a> ���

$V�DQ�RSWLPL]DWLRQ��WKH�DFWXDO�OLQNV�PD\�SRLQW�WR�D�´ORFDOµ�FRS\
RI�WKH�KWPO�YHUVLRQ�RI�WKH�/'2�PHWDGDWD��UDWKHU�WKDQ�WR�WKH�FJL
LQYRFDWLRQ� WKDW� VHDUFKHV� IRU� DQG� UHWXUQV� WKH� ´UHDOµ�PHWDGDWD
�L�H��� WKH�TXHU\�UHSUHVHQWHG�E\�WKH�YHUVLRQ�RI�WKH�85/�LQ� �����
%RWK� WKH� KWPO� GRFXPHQW� WKDW� LV� WKH� LQGH[� VHW�� DQG� WKH� ORFDO
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KWPO� YHUVLRQ� RI� WKH� /'2�� DUH� DXWRPDWLFDOO\� XSGDWHG
SHULRGLFDOO\� WR� PDLQWDLQ� FRQVLVWHQF\� ZLWK� WKH� XQGHUO\LQJ
PHWDGDWD�� 7KH� LQGH[� GRFXPHQW� LV� NHSW� LQ� D� ´ZHOO� NQRZQµ
ORFDWLRQ��W\SLFDOO\�DW�WKH�WRS�OHYHO�RI�D�FROOHFWLRQ�KLHUDUFK\�

7KLV�WHFKQLTXH�DGGUHVVHV�D�QXPEHU�RI�UHODWHG�LVVXHV��´(DV\
XVHµ�FRPHV�IURP�EHLQJ�DEOH�WR�´PDQXDOO\µ�EURZVH�D�FRPSOHWH
LQGH[�WKDW�LV�D�SHUVLVWHQW�:HE�GRFXPHQW�ZKRVH�HQWULHV�FRQWDLQ
HQRXJK�LQIRUPDWLRQ�VR�WKDW�

� YLVXDO�EURZVLQJ�LV�PHDQLQJIXO�
� :HE�VHDUFK�HQJLQHV�FDQ�SLFNXS�WKLV�GRFXPHQW�DQG�LQGH[�WKH�

/'2�NH\ZRUGV�
� WKH�85/�LV�YLVLEOH�WR�WKH�KXPDQ�XVHU�VR�WKDW�LW�FDQ�EH�´FXW�

DQG�SDVWHGµ�IURP�WKH�:HE�EURZVHU�LQWHUIDFH�

������851V�DQG�3HUVLVWHQW�:HE�6HUYHU�1DPHV

2QH� LVVXH� RI� SHUVLVWHQFH� WKDW� LV� QRW� DGGUHVVHG� E\� WKH
WHFKQLTXHV�GHVFULEHG�DERYH�LV�WKDW�RI�QDPLQJ�WKH�:HE�VHUYHU
ZKHUH�D�FROOHFWLRQ�LV�ORFDWHG��DQG�D�VHUYHU��WKHUHIRUH��WKDW�FDQ
UHVSRQG�WR�D�TXHU\�OLNH������

7KH�/'2�DSSURDFK� LV� LQWHQGHG� WR�EH�FRQVLVWHQW�ZLWK� WKH
851�FRQFHSW��>��@���851V�KDYH�WZR�DVSHFWV��QDPLQJ�DQG�UHV�
ROXWLRQ�>��@��1DPLQJ�PXVW�FRQIRUP�WR�D�VFKHPH�WKDW�HQVXUHV
XQLTXHQHVV�� 5HVROXWLRQ� LV� WKH� SURFHVV� RI� ORFDWLQJ� D� V\VWHP
�UHVROYHU�� WKDW� FDQ� UHWXUQ� WKH� ORFDWLRQ�RI� D� VHUYHU� FDSDEOH�RI
SURYLGLQJ� �DPRQJ� RWKHU� WKLQJV�� WKH� 85/� IRU� WKH� QDPHG
UHVRXUFH�

)RU�H[DPSOH��WKH�851�IRU�DQ�/'2�FDQ� LQFOXGH� WKH�2,'
DQG� DQ\�RI� WKH�PHWDGDWD� �H�J�� WKH� NH\ZRUGV��� SOXV� WKH�/'2�
VHUYHU�QDPH��$�851�FDQ�SURYLGH�D�ORFDWLRQ�LQGHSHQGHQW�DQG
JOREDOO\� SHUVLVWHQW� ´QDPHµ� IRU� WKH� /'2��:KHQ� WKH�851� LV
UHVROYHG�� LW� FDQ� UHWXUQ� WKH� FXUUHQW� VHUYHU�ZKHUH� WKH�/'2� LV
ORFDWHG��:KLOH�WKH�851�QHYHU�FKDQJHV��ZKDW�LW�UHVROYHV�WR�ZLOO
FKDQJH��ZKHQ��H�J���LW�LV�QHFHVVDU\�WR�XSGDWH�WKH�PHWDGDWD��RU�LI
WKH�/'2�FROOHFWLRQ�KRPH�:HE�VHUYHU�FKDQJHV�

,Q�WKH�FDVH�RI�/'2V��LQ�RUGHU�WR�DFTXLUH�D�UHVRXUFH�ZH�QHHG
WKH� QDPH� RI� WKH�:HE� VHUYHU� WKDW� FDQ� UHVROYH� DQ� 2,'� WR� D
UHVRXUFH���REMHFW��:KLOH�LQ�JHQHUDO�RQH�PD\�ZLVK�WR�SURYLGH�D
851�IRU�HYHU\�2,'�� LI�/'2V�DUH�RUJDQL]HG� LQWR�FROOHFWLRQV
WKDW�DUH�FRQVWUDLQHG�WR�UHVLGH�RQ�VLQJOH�V\VWHPV��WKRXJK�WKHUH
PD\�EH�PXOWLSOH�LQVWDQFHV�RI�WKHVH�VLQJOH�V\VWHPV��³�LQ�RWKHU
ZRUGV��D�VXE�FROOHFWLRQ�LV�QRW�VSOLW�DFURVV�VHYHUDO�:HE�VHUYHUV
³�WKHQ�DVVLJQLQJ�851V�IRU�WKH�FROOHFWLRQ�QDPH�LV�VXIILFLHQW�
,Q�WKLV�FLUFXPVWDQFH��JLYHQ�WKH�FROOHFWLRQ�QDPH��UHVROYLQJ�WKH
FRUUHVSRQGLQJ�851�ZLOO�UHWXUQ�WKH�QDPH�V��RI�VHUYHUV�WKDW�FDQ
SURYLGH�WKH�2,'�ODEHOHG�UHVRXUFH���7KLV�LJQRUHV�WKH�LVVXH�GLV�
FXVVHG�LQ�WKH�GHVLJQ�GRFXPHQW�QRWHG�EHORZ�³�RI�PRYLQJ�DQ
/'2�IURP�RQH�FROOHFWLRQ�WR�DQRWKHU��851V�DW�WKH�FROOHFWLRQ
OHYHO� DOVR� DVVXPH� WKDW� \RX�NQRZ� WKH� FROOHFWLRQ� WKDW� FRQWDLQV
WKH�REMHFW�RI�LQWHUHVW��

,Q� SULQFLSOH�� VHYHUDO� 851� PHFKDQLVPV� ´H[LVW�µ� ,Q� RQH
DSSURDFK�>�@��WKH�'RPDLQ�1DPH�6\VWHP�FDQ�EH�XVHG�WR�ORFDWH
VHUYHUV�WKDW�FDQ�UHVROYH�QDPHV�LQ�D�JLYHQ�QDPH�VSDFH���6R�WKH
collection_name�LGHQWLILHV�D�FROOHFWLRQ�RI�/'2V�LQ�WHUPV
RI�D�collection_name_namespace���:HE�VHUYHUV�FRXOG�EH

HVWDEOLVKHG�WKDW� UHVSRQGHG�WR�D�TXHU\�RI� WKH�IRUP�´ZKDW� DUH
WKH�'16�QDPHV�RI�WKH�:HE�VHUYHUV�WKDW�KDYH�WKLV�FROOHFWLRQµ�

,Q�D�VHFRQG�DSSURDFK�>�@�WKH�´+DQGOHµ�UHVROYHU�V\VWHP�FDQ
GLUHFWO\�SURYLGH�WKH�DQVZHU�WR�WKH�TXHU\�DERYH��DV�ZHOO�DV�VXS�
SO\LQJ�RWKHU�LQIRUPDWLRQ�DERXW�WKH�FROOHFWLRQ��JLYHQ�WKH�FROOHF�
WLRQ� 851�� ,Q� WKLV� FDVH� WKH� 851� PLJKW� ORRN� OLNH
urn:hdl:LDO:collection_name� DQG� WKH�+DQGOH�6\VWHP
ZRXOG� UHWXUQ�D� OLVW� RI�:HE�6HUYHUV� WKDW� FRXOG�GLUHFWO\� VDWLVI\
2,'�EDVHG�UHTXHVWV�IRU�/'2V�LQ�WKDW�FROOHFWLRQ��7KH�XQLTXH�
QHVV�RI�FROOHFWLRQ�QDPHV�FRPHV�IURP�WKH�+DQGOH�6\VWHP�FRQ�
FHSW�RI�KLHUDUFKLFDO�QDPLQJ�DXWKRULWLHV�

�����&ODVV�DQG�2EMHFW�6WUXFWXUH

0RUH� LQIRUPDWLRQ�RQ�WKH�FODVV�DQG�REMHFW�VWUXFWXUH�� WDJ�ILHOG
V\QWD[�� HWF��� PD\� EH� IRXQG� DW� http://www-itg.lbl.gov/
WALDO �

����6HFXULW\

�����6HFXULW\�0RGHO

7KH� :$/'2� VHFXULW\� PRGHO� LV� LQWHQGHG� WR� SURYLGH
GLVWULEXWHG�PDQDJHPHQW�RI� WKH�REMHFW�XVH�FRQGLWLRQV�� DV�ZHOO
DV�GLVWULEXWHG�DFFHVV�FRQWURO�IRU�WKH�XVHUV���6HH�>��@���:$/'2
VHFXULW\� LQYROYHV� IRXU�HQWLWLHV��7KH�:HE�&HUWLILFDWH�$XWKRULW\
DJHQW��H�J���WKH�:HE0DVWHU��WKDW�PDQDJHV�WKH�VHUYHU�UHVRXUFHV
DQG� DFWV� DV� D� WUXVWHG� WKLUG�SDUW\� WKDW� SURYLGHV� WKH� VHFXULW\
VHUYLFHV�� 7KH� FODVV� FROOHFWLRQ� RZQHU� ZKR� GHILQHV� WKH� FODVV
WHPSODWH� DQG� JUDQWV� UHDG�ZULWH� SHUPLVVLRQ� IRU� REMHFWV�� 7KH
FXUDWRUV�ZKR�DUH�WKH�SHRSOH�JUDQWHG�ZULWH�SHUPLVVLRQ�DQG�FDQ
DGG��GHOHWH��DQG�PRGLI\�FHUWDLQ�FODVV�WDJV�DQG�REMHFW�ILHOGV��$QG
XVHUV�RI� WKH� LQIRUPDWLRQ�ZKR�DUH� W\SLFDOO\� JUDQWHG� UHDG�RQO\
DFFHVV��$FFHVV�FRQWURO�PHWKRGV�FDQ�EH�VSHFLILHG�RQ�D�SHU�/'2
EDVLV�� RU� �WKH� W\SLFDO� FDVH�� VSHFLILHG� DV� SDUW� RI� WKH� FODVV
WHPSODWH��DQG�LQKHULWHG�E\�LQGLYLGXDO�/'2V�

7KH�DFFHVV� FRQWURO�PHWKRGV�SURWHFW� H[WUD�/'2�GDWD� �L�H��
GDWD�UHIHUUHG�WR�E\�OLQNV�ZLWKLQ�WKH�/'2��ZLWK�WKH�VDPH�PHFK�
DQLVPV� DV� LQWUD�/'2�GDWD� VLQFH�DFFHVV� WR�H[WUD�/'2�GDWD� LV
PHGLDWHG�E\�DFFHVV�WR�WKH�/'2��3URWHFWLRQ�RI�WKH�H[WUD�/'2
GDWD� IURP� QRQ�/'2� DFFHVV� LV� DIIHFWHG� RQO\� LI� WKDW� GDWD� LV
EHKLQG�DQ�DFFHVV�FRQWURO�JDWHZD\�ZLWK�WKH�VDPH�SROLFLHV�DV�WKH
/'2�DFFHVV�FRQWURO�

&XUUHQWO\� WZR� DFFHVV� FRQWURO� PHWKRGV� DUH� SURYLGHG�
WKH.htaccess PHFKDQLVP��ZLWK�RU�ZLWKRXW�XVHU�DXWKHQWL�
FDWLRQ�� DQG� D� SXEOLF�NH\� LQIUDVWUXFWXUH� �3.,�� DQG� FHUWLILFDWH
EDVHG�DFFHVV�FRQWURO��

7KH.htaccess�DFFHVV�FRQWURO�RSHUDWHV�LQ�WKH�XVXDO�ZD\�
DQG�LQYROYHV�RUJDQL]LQJ�/'2V�LQ�:HE�VHUYHU�GLUHFWRULHV�WKDW
KDYH�DFFHVV�FRQWURO�OLVWV�DVVRFLDWHG�ZLWK�WKHP��

7KH�3.,�DFFHVV�FRQWURO�PHWKRG�XVHV�SXEOLF�NH\�FHUWLILFDWHV
LVVXHG� E\� WKH� FROOHFWLRQ� RZQHU�� SRWHQWLDOO\� RQ� D� SHU� REMHFW
EDVLV�� WR�SURYLGH�JHQHUDO�XVH�FRQGLWLRQV��$W�WKH�PRPHQW��WKLV
PHFKDQLVP� LV� SULPDULO\� XVHG� WR� DOORZ� D� FROOHFWLRQ� RZQHU
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�SRWHQWLDOO\�UHPRWH�IURP�WKH�:$/'2�:HE�VHUYHU��WR�VSHFLI\
DQG�SRVW� �H�J��RQ�D� ORFDO�FHUWLILFDWH�VHUYHU��DFFHVV�FRQWURO� OLVWV
�$&/V��LQ�WKH�IRUP�RI�VLJQHG�FHUWLILFDWHV��7KHVH�FHUWLILFDWHV�DUH
XVHG� DV�GHVFULEHG�EHORZ� WR�SURYLGH� VWURQJ�DFFHVV� FRQWURO� IRU
/'2V��7KH�XVH�FRQGLWLRQ�FHUWLILFDWHV�WKDW�VSHFLI\�DFFHVV�ULJKWV
ZLOO� SURYLGH� D� FRQGLWLRQ� RQ� WKH� XVHU� LGHQWLW\� �H�J��� LQGLYLGXDO
QDPH�� JURXS� RU� RUJDQL]DWLRQ� PHPEHUVKLS�� DQG� WKH� W\SH� RI
DFFHVV�SHUPLWWHG��H�J���UHDG�RU�ZULWH�D�FODVV�FROOHFWLRQ��VXE�FRO�
OHFWLRQ��REMHFW��RU�REMHFW�ILHOG��

:KLOH�FRPSOH[�VFKHPHV�FDQ�EH�LPDJLQHG�DQG�LPSOHPHQWHG
ZLWKLQ� WKLV� JHQHUDO� IUDPHZRUN�� ZH� KDYH� FXUUHQWO\� GHILQHG
PHFKDQLVPV� IRU� WKH�IROORZLQJ� �ZKLFK� LV�EDVHG�RQ�RXU�H[SHUL�
HQFH� LQ� WKH� /%1/� ,PDJH� /LEUDU\��� 2EMHFWV� FDQ� LQKHULW� WKHLU
DFFHVV� FRQGLWLRQV� IURP� WKH� FROOHFWLRQ� FODVV� WHPSODWH�� 7KLV
DOORZV� IRU�$&/V� WKDW� UHIHU� WR� DQ� HQWLUH� FROOHFWLRQ��2Q� D�SHU�
REMHFW�EDVLV�� WKH�FODVV�DFFHVV�FRQGLWLRQV�FDQ�EH�RYHUULGGHQ�E\
VHWWLQJ� inherit_accessability� WR� no_inherit�� DQG
VSHFLI\LQJ� WKH�Class_owner�� HWF��� WDJV�� LQ� ZKLFK� FDVH� WKHVH
REMHFWV� UHTXLUH� H[SOLFLW� SHUPLVVLRQ� WR� DFFHVV��7KH� VDPH�KROGV
IRU�LQGLYLGXDO�WDJ�ILHOGV�LQ�WKH�REMHFW��$FFHVV�ULJKWV�DUH�UHVWULF�
WLYH�³�LI�WKH�DFFHVV�VSHFLILFDWLRQ�RI�D�WDJ�LV�GHOHJDWHG��WKHQ�VSH�
FLILF�SHUPLVVLRQ�LV�UHTXLUHG�IRU�DQ\�DFFHVV�WR�WKDW�WDJ�ILHOG��7KLV

DOORZV� UHVWULFWLQJ� DFFHVV� WR� FHUWDLQ� RI� WKH� /'2� FRPSRQHQWV�
$JDLQ��WKLV�PD\�EH�LQKHULWHG�IURP�WKH�FODVV�VHFXULW\�SURWRW\SH�
RU� VSHFLILHG�RQ� D� SHU�REMHFW� EDVLV��2QO\� WKH� FROOHFWLRQ� RZQHU
PD\� GHILQH� WKH� DFFHVV� FRQGLWLRQ� ILHOGV�� EXW� VSHFLILF� DFFHVV
JUDQWLQJ�PD\�EH�GHOHJDWHG��7KH�JHQHUDO�DSSURDFK�RI�DQ�REMHFW
LQKHULWLQJ�DFFHVVLELOLW\�SXWV�DQ�DGGLWLRQDO�EXUGHQ�RI�FRUUHFWQHVV
RQ�WKH�DFFHVV�FRQWURO�JDWHZD\��EXW�LV�HVVHQWLDO�IRU�HDVH�RI�PDQ�
DJLQJ�ODUJH�FROOHFWLRQV�

7KH� UHODWLRQVKLSV� RI� WKH� PDMRU� HOHPHQWV� RI� WKH� VHFXULW\
DUFKLWHFWXUH�DUH�LOOXVWUDWHG�LQ�)LJXUH����

3ROLF\�EDVHG�FRQILGHQWLDOLW\�RI�GDWD�LV�DQ�LPSRUWDQW�DVSHFW�RI
PHGLFDO��FRPPHUFLDO��DQG�VRPH�VFLHQWLILF�LQIRUPDWLRQ�V\VWHPV
LQ� VKDUHG� HQYLURQPHQWV�� 7KH� ORQJ� WHUP� JRDO� RI� RXU� VHFXULW\
DUFKLWHFWXUH�ZRUN�LV�WR�SURYLGH�DFFHVV�FRQWURO�EDVHG�RQ�RZQHU
VSHFLILHG� XVH� FRQGLWLRQV� UDWKHU� WKDQ� H[SOLFLW� HQXPHUDWLRQ� RI
$&/V��ZKLFK�DUH�D�VSHFLDO�FDVH�RI�XVH�FRQGLWLRQV���7KH�VWDWXV�RI
WKH� JHQHUDO� DSSURDFK� PD\� EH� IRXQG� DW� http://www-

itg.lbl.gov/security �� 7KLV� DSSURDFK� LV� EDVHG� RQ� WKH
HPHUJLQJ�VHFXULW\�VHUYLFHV�IRU�GLVWULEXWHG�HQWHUSULVH�LQ�ERWK�WKH
FRPPHUFLDO�DQG�VFLHQWLILF�FRPPXQLWLHV���6HH�>��@��
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SROLF\�HQJLQH
◆ PDWFKHV�XVH�FRQGLWLRQV�DQG�

DWWULEXWHV
◆ LVVXHV�D�FDSDELOLW\�FHUWLILFDWH�

IRU�DQ�HQWLW\��XVHU�

DFFHVV�FRQWURO�JDWHZD\
◆ DFTXLUH�FDSDELOLW\
◆ DXWKHQWLFDWH�XVHU
◆ HQIRUFH�´FKHFN�LPPHGLDWHµ�

UHTXLUHPHQWV��H�J��UH�YDOLGDWH�XVHU�
LGHQWLW\�DQG�RU�XVH�FRQGLWLRQ�
FHUWLILFDWHV��FROOHFW�SD\PHQW��HWF��

&HUWLILFDWLRQ�
$XWKRULW\�
�LGHQWLW\�

$WWULEXWH�$XWKRULW\�
�XVHU�FKDUDFWHULVWLFV�

5HVRXUFH�2ZQHU�
JHQHUDWHG

XVH�FRQGLWLRQV

)LJXUH�����7KH�8VH�&RQGLWLRQ�EDVHG�6HFXULW\�$UFKLWHFWXUH�
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����&XUUHQW�([SHULHQFH��6WDWXV��DQG�&RQFOXVLRQV

7KH� :$/'2� ODUJH�GDWD�REMHFW� V\VWHP� KDV� EHHQ� GHYHORSHG
DQG�XVHG�DW�/%1/�VLQFH�HDUO\�������,W�FXUUHQWO\�PDQDJHV�WKUHH
PDMRU�FROOHFWLRQV�� HDFK�ZLWK�D�GLIIHUHQW�XVH�DQG�FXUDWRU��7KH
RULJLQDO�FROOHFWLRQ�LV�D�VFLHQWLILF�LPDJH�GDWDEDVH�WKDW�VXSSRUWV�D
VPDOO� UHVHDUFK� JURXS�� 7KLV� FROOHFWLRQ� QRZ� KDV� RYHU� ����� �²
�0%\WH� VFDQQLQJ� HOHFWURQ� PLFURVFRSH� LPDJHV� LQGH[HG� DQG
GHVFULEHG� DV� /'2V�� 7KLV� UHVHDUFK� JURXS� URXWLQHO\� XVHV
:$/'2� WR� ORFDWH�� YLHZ�� DQG�PDQDJH� WKHLU� LPDJH� FROOHFWLRQ�
7KH\�DOVR�XVH�:$/'2�WR�HDVLO\�VKDUH�LPDJHV�ZLWK�FROOHDJXHV
DW�RWKHU�LQVWLWXWLRQV�

7KH�VHFRQG�FROOHFWLRQ�LV�WKH�FDUGLR�DQJLRJUDSK\�YLGHR�GDWD
UHSRVLWRU\��DQG�ZDV�EXLOW�LQ�VXSSRUW�RI�D�UHVHDUFK�DQG�GHYHORS�
PHQW� FROODERUDWLRQ� EHWZHHQ� .DLVHU� 3HUPDQHQWH� 'LYLVLRQ� RI
5HVHDUFK�DQG�/DZUHQFH�%HUNHOH\�1DWLRQDO�/DERUDWRU\��,Q�WKLV
SURMHFW�ZH�KDYH�EHHQ�JDWKHULQJ�GDWD�RQ�D�GDLO\�EDVLV�VLQFH�-XQH�
������:H�FXUUHQWO\�KDYH�DERXW����SDWLHQW�FDUGLR�DQJLRJUDSK\
VWXGLHV�FRQVLVWLQJ�RI�DERXW�����LQGLYLGXDO�YLGHR�FOLSV�VWRUHG�RQ
WKH�'366�SOXV�DQ�DGGLWLRQDO�����VWXGLHV�WKDW�DUH�RQO\�RQ�WKH
0DVV�6WRUDJH�6\VWHP��$OO�WKLV�GDWD�KDV�EHHQ�DXWRPDWLFDOO\�FDS�
WXUHG��VHQW�DFURVV�D�ZLGH�DUHD�$70�QHWZRUN����FDWDORJXHG�DQG
HQWHUHG�LQWR�:$/'2�ZLWK�PLQLPDO�KXPDQ�LQWHUYHQWLRQ��7KH
FDSWXUH� SURFHVV� UHFRYHUV�ZHOO� IURP� VKRUW�WHUP� �OHVV� WKDQ� ��
KRXU��QHWZRUN�RXWDJHV��,Q�WKLV�DSSOLFDWLRQ�E\�YLUWXH�RI�D�FDFKH
ORFDWHG�DW� WKH� LQVWUXPHQW��:$/'2·V�PDQDJHPHQW�RI�RQ�OLQH
GDWD�LV�EHLQJ�HYDOXDWHG�DV�DQ�DOWHUQDWLYH�WR�WKH�FXUUHQW�KRVSLWDO
XVH�RI�ILOP��7KH�DELOLW\�RI�SK\VLFLDQV�WR�YLHZ�WKH�YLGHRV�ZLWK�
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ZKHUH� WKH� ILOPV� DUH� VWRUHG� LV� D� NH\� DGYDQWDJH��+RZHYHU�� DQ\
QHWZRUN�RU�VHUYHU�IDLOXUHV�RI�HYHQ���RU���PLQXWHV�GXUDWLRQ�DW
WKH�WLPH�D�SK\VLFLDQ�ZLVKHV�WR�YLHZ�D�VWXG\�LV�D�VHULRXV�LQFRQ�
YHQLHQFH��0RVW�RI� WKH�SDWLHQW�VSHFLILF� DVVRFLDWHG� WH[WXDO� GDWD
DERXW� WKH� LPDJHV� LV� NHSW� LQ� UHVWULFWHG�DFFHVV� KRVSLWDO� GDWD
EDVHV��DQG�LPDJHV�DUH�UHIHUHQFHG�E\�KDYLQJ�85/V�SRLQWLQJ�WR�D
:$/'2�VHUYHU�

7KH� WKLUG�FROOHFWLRQ� LV� D�RQ�OLQH�GLJLWDO�SKRWR�DUFKLYH��:H
FXUUHQWO\� KDYH� DERXW� ���� LPDJHV� RQ�OLQH� VHOHFWHG� IURP� WKH
KXQGUHGV� RI� WKRXVDQGV� RI� SKRWRV� LQ� %HUNHOH\� /DE·V� DUFKLYH�
7KHVH� RQ�OLQH� SKRWRV� DUH� XVHG� WR� VXSSRUW� D� YDULHW\� RI�:HE
SXEOLFDWLRQV��H�J���>�@��DQG�IRU�JHQHUDO�EURZVLQJ�RU�UHVHDUFK�E\
SHRSOH�ZLWKLQ�DQG�RXWVLGH�RI�WKH�/DE�

7KH� FRQFHSW� RI� UHDO�WLPH� FROOHFWLRQ� RI� GDWD� IURP� RQ�OLQH
LQVWUXPHQW� V\VWHPV�� IROORZHG� E\� DXWRPDWLF� FDWDORJXLQJ� WKDW
UHVXOWV�LQ�DQ�HOHPHQWDU\��EXW�XVHIXO�REMHFW�VWRUH��LV�TXLWH�SRZHU�
IXO��,W�DOORZV� LPPHGLDWH�PHDQLQJIXO�DFFHVV�WR� ODUJH�FODVVHV�RI
GDWD�WKDW�FDQ�XQGHUJR�UHILQHPHQW�RYHU�WLPH�DV�WKH�NQRZOHGJH
DERXW�WKH�GDWD�LQFUHDVHV��$�KLJK�VSHHG��QHWZRUN�EDVHG�GLVWULE�
XWHG�FDFKH�SOD\V�D�FHQWUDO�UROH�LQ�RXU�DSSURDFK��SURYLGLQJ�VWRU�
DJH�IRU�EXIIHULQJ�LQFRPLQJ�GDWD��LQWHUPHGLDWH�SURFHVVLQJ��DQG
DV�DQ�DSSOLFDWLRQ�FDFKH��$Q�H[SHULPHQWDO�VHFXULW\�DUFKLWHFWXUH
SURYLGHV�GDWD�RZQHU�GHILQHG��SHU�REMHFW�DFFHVV�FRQWURO��DQG�LV
LQWHQGHG�WR�H[SORUH�WKH�LVVXHV�DQG�FDSDELOLWLHV�IRU�RQ�OLQH�DQG
ZLGHO\�DYDLODEOH��EXW�VWURQJO\�SURWHFWHG��VHQVLWLYH�LQIRUPDWLRQ�

����$FNQRZOHGJPHQWV

7KH�RYHUDOO�DSSURDFK�EDVHG�RQ�ZLGH�DUHD�QHWZRUN�GLVWULEXWHG
KLJK�VSHHG�FDFKHV�KDV�HYROYHG�RYHU�VHYHUDO�\HDUV�ZLWK�IXQGLQJ
IURP� WKH� 0DWKHPDWLFDO�� ,QIRUPDWLRQ�� DQG� &RPSXWDWLRQDO
6FLHQFHV� 'LYLVLRQ� RI� WKH� 2IILFH� RI� (QHUJ\� 5HVHDUFK�� 8�� 6�
'HSDUWPHQW�RI�(QHUJ\��DQG�'$53$�,QIRUPDWLRQ�7HFKQRORJ\
2IILFH��WKH�'366���DQG�IURP�WKH�/DZUHQFH�%HUNHOH\�1DWLRQDO
/DERUDWRU\�DOO�RI�ZKLFK�DUH�JUDWHIXOO\�DFNQRZOHGJHG�

,Q�WKH�.DLVHU�&DO5(1�SURMHFW��(�-��3RO�RI�3KLOLSV�5HVHDUFK�
3DOR� $OWR�� &$�� GHVLJQHG� DQG� LPSOHPHQWHG� WKH� ZRUNVWDWLRQ
LQWHUIDFH� IRU� WKH�FDUGLR�DQJLRJUDSK\� V\VWHP��'U�� -��7HUGLPDQ�
RI� WKH�.DLVHU�3HUPDQHQWH�'LYLVLRQ�RI�5HVHDUFK�SURYLGHG�WKH
OHDGHUVKLS�IRU�WKH�KHDOWK�FDUH�DVSHFWV�RI�WKH�SURMHFW��'U��%RE
/XQGVWUXP��.DLVHU�6DQ�)UDQFLVFR�+RVSLWDO��&DUGLDF�&DWKHWHU�
L]DWLRQ� /DERUDWRU\�� SURYLGHG� JXLGDQFH� DQG� LQIRUPDWLRQ� VSH�
FLILF� WR� WKH� KHDOWK� FDUH� DSSOLFDWLRQ�� 3DFLILF� %HOO�� WKURXJK� LWV
&DO5(1�SURJUDP��SURYLGHG�IXQGLQJ�IRU�RULJLQDOO\�FRQQHFWLQJ
WKH�/%1/��.DLVHU��DQG�3KLOLSV�VLWHV�WR�WKH�6)�%D\�$UHD�$70
QHWZRUN��6XQ�0LFURV\VWHPV�DVVLVWHG�LQ�YDULRXV�ZD\V��LQFOXGLQJ
ORDQLQJ�HTXLSPHQW�WR�VHYHUDO�.DLVHU�VLWHV�

0DU\�7KRPSVRQ�GLUHFWV�WKH�:$/'2�SURMHFW��%ULDQ�7LHU�
QH\�GLUHFWV� WKH�'366�SURMHFW�� DQG�&DVH�/DUVHQ� LV� WKH� LPSOH�
PHQWHU�RI� WKH�XQGHUO\LQJ� VHFXULW\� DUFKLWHFWXUH��7KH�/XQJ/DE
FROOHFWLRQ�LV�D�FROODERUDWLRQ�ZLWK�-DFRE�%DVWDFN\��/XQJ�0LFURV�
FRS\� *URXS�� 0ROHFXODU� DQG� 1XFOHDU� 0HGLFLQH� 'HSDUWPHQW�
/LIH�6FLHQFHV�'LYLVLRQ�RI�/DZUHQFH�%HUNHOH\�1DWLRQDO�/DERUD�
WRU\

)LQDOO\��RQH�RI�XV��-RKQVWRQ��ZRXOG�OLNH�WR�DFNQRZOHGJH�$FH
$OOHQ�� 0�'��� RI� WKH� .8�0HGLFDO� &HQWHU� LQ� .DQVDV� &LW\� IRU
HQWKXVLDVWLF� HDUO\� VXSSRUW� RI� WKH� LGHD� RI� QHWZRUNHG�PHGLFDO
LQIRUPDWLRQ� V\VWHPV�� 0V�� 6XH� .ZHQWXV�� 51�� DQG� WKH� 0&&
+267�26/�JURXS��IRU�IRFXVLQJ�VRPH�RI�WKH�HDUO\�LGHDV��DQG
6SULQW� JHQHUDOO\�� DQG� /W�� &RO�� -RKQ� 6WUDQG�� 8�6�� $UP\� �UHW���
QRZ� 'LUHFWRU� RI� 7HFKQRORJ\� 3ODQQLQJ� DQG� ,QWHJUDWLRQ� DW
6SULQW��LQ�SDUWLFXODU��IRU�VXSSRUW�RI�WKH�0$*,&�EDFNERQH�QHW�
ZRUN��ZLWKRXW�ZKLFK�WKLV�ZRUN�SUREDEO\�ZRXOG�QRW�KDYH�EHHQ
GRQH���6HH�>��@��
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